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Getting Started

In this chapter...

Overview

Connecting to the Web Server
Navigating the Landing Page
Reading the Select Panel
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Getting Started
Overview

1.1 Overview

The NetAXS-123 isamodular 1-, 2- or 3-Door access control system. A NetAXS-123
access control site is configured with a host system and access control units that
exceed existing N-1000-111/1V, Pro Series specifications and approvals. These units

a so communi cate with each other and with avariety of input and output devices. Each
access control unit, or panel, has three reader ports. Each port can support two readers.
For supported configurations, see Supported Configurations, page 77.

You can communicate with the NetAX S-123 access control unit either through a host
software system or by connecting to the web server through an Ethernet connection.
This chapter describes how to connect to the web server.

2 www.honeywell.com



Getting Started
Connecting to the Web Server

1.2 Connecting to the Web Server

This section describes three configurations for connecting a computer to the
NetAXS-123 web server:

+ USB
» Ethernet through aweb server hub connection
» Ethernet through aweb server direct connection

@\ Note: The panel that you are connecting to the computer is the Gateway panel. DIP
KZ// switch 6 on a Gateway panel must be set to ON for a successful connection.

1.2.1 Setting up the USB Connection

warning: Do NOT connect the USB cable to the panel until AFTER the drivers are
‘l installed.

Follow these steps to set up the NetAXS-123 USB connection.

1. Insert the NetAXS-123 Product CD into your Windows-based computer. The
NetAXS-123 product menu opens in the web browser.

Note: If the product menu does not open automatically in your browser, right click
onthestart button and select Explore. Inthefolder treg, find and click the CD drive
that isreading the NetAXS-123 Product CD.

2. Click Install USB Drivers on the product menu to start the USB driver
installation wizard.

i‘._% Honeywell USE Device Driver - InstallShield Wizard ) x|

Welcome to the InstallShield Wizard for
Honeywell USB Device Driver

The InstallShigld{R) Wizard will install Honeywell USE Device
| Driver on wour compuker, To continue, click Mext,

WARMIMNG: This program is protected by copyright law and

international treaties,

= Back I Mext = I Zancel |

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B 3



Getting Started
Connecting to the Web Server

3. Click Next to display the Ready to Install the Program screen.

Note: If confirmation dialog boxes pop up before or during the installation,
click the appropriate boxes to allow or approve the installation.

@

i'._% Honeywell USB Device Driver - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation,

Click Install ko begin the installation,

IF wou wank to review or chanage any of your installation settings, click Back. Click Cancel ko
exit the wizard.

InistallShield

< Back. I Install I Zancel

4. Click Install to initiate the installation.

5. When theinstallation is complete, the closing screen appears:

izt Honeywell USE Device Driver - Installshield Wizard 1 x|

InstallShield Wizard Completed

| The Installshield ‘Wizard has successfully installed Honeywel
| |USE Device Driver, Click Finish ko exit the wizard,

= Back I Firish I Cancel

6. Click Finish.

www.honeywell.com



Getting Started
Connecting to the Web Server

7. Connect the computer to the NetAX S-123 controller with a USB-A to Micro
USB-B cable.

8. Turn on the power to the NetAXS-123 controller.
For login information, go to https://192.168.2.150.

1.2.2 Setting up an Ethernet Port
There are two options for connecting the panel to a PC viaaweb server:
» Using a hub connection
e Using adirect connection
Perform the following steps:

1. Connect your computer's Ethernet port to the panel's Ethernet Port using one of
the two following methods:

a. For an Ethernet Hub connection, connect both the computer’s Ethernet
port and the panel's Ethernet port to an Ethernet hub with standard
Ethernet patch cables.

Figure 1-1: NetAXS-123 Web Server Hub Connection

Terminal

Ethernet Port

Ethernet Port

—_—

Ethernet
Cable

mmmmmmmmmm

NetAXS-123 Panel
(Controller Board with
1-Door I/0 Board mounted on top)

Ethernet Hub
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b. For aweb server direct connection, connect the computer’s Ethernet
port directly to the panel’s Ethernet port with either a crossover or an
Ethernet cable.

Figure 1-2: NetAXS123 Web Server Direct Connection

Terminal NetAXS-123 Panel
Ethernet Port (Controller Board with
/ \ 1-Door I/0 Board mounted on top)
l ) o @
51}

a

?l Ll I 1

)

Ethernet

%'% Cable

58| [F5556| 563
()]
[
e
o
()

SO5009] |09 Poesoos] [588

2. Configure the computer’s network connection:
a. Select start > Settings > Control Panel.

b. Click Network and Dial-up Connections.
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Getting Started
Connecting to the Web Server

c. ldentify your local Ethernet connection (commonly labeled Local Area
Connection), and right-click the icon to display the Local Area
Connection Properties screen.

Local Area Connection Properkies 2=

General I

Connect sing:

I BE SMCEZ Card 10100 [SMC1211Tx]

Components checked are uzed by this connection:

Clignt for Mizrozaft Mebwork s
File and Printer Sharing for Microsoft Metworks
Internet Protocal [TCPAP]

[mztall... Irinztall Fropertiez

— Description

Tranzmigzion Control Protocold|ntermet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.

[~ Show icon in taskbar when connected

] | Cancel

d. Highlight the Internet Protocol (TCP/IP) connection.
e. Click properties to display your system’s current Internet Protocol
properties.

Important: Keep arecord of your computer’s current network
configuration asit appearsin this screen. You will need to re-instate this
configuration later.

f. Select "Usethefollowing IP address.”
0. Enter "192.168.1.150" in the IP address field.

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B 7
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Connecting to the Web Server

h. Enter "255.255.255.0" in the Subnet mask field.

Internet Protocol (TCP/IP) Properties 7] x|

General I

Y'ou can get [P zethings azsigned automatically if your network, supparts
thiz capability. Othemwize, you need to azk pour network. administrator for
the appropriate |P settings.

i~ Obtain an IP address automatically
—i% Usge the following IP address:

IF addrezs: I'IEIE.'IEE. 1 .10

Subnet maszk; I 285 265 0285 . 0

Drefaulk gatewan: I

| Obtain DS serven address autormatically

—% Use the following DMS server addresses;

Preferred DMS server: |

Alternate DMS zerver: I |

Advanced... |
k. I Cancel |

i. Click oK to accept the entries.

3. Open your browser (Internet Explorer shown below), and enter

https://192.168.1.150 as the target address.

/3 MSN.com - Microsoft Internet Explorer

File  Edit ‘ew Fawvorites Tools  Help

gmBack -~ = - @ ot | @Search (] Favorites @Media @ | %v =M= 4

Address

caution: When connecting to the web using a browser, you must use
https:// for a secure connection. The standard http:// that isthe default in
most browsers will not work.

www.honeywell.com
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Connecting to the Web Server

4. Pressthe Enter key to display the Honeywell NetAX S-123 login screen.

Honeywell NetAXS
User Hame:

Note

@

a

b.

: If you are using Microsoft Internet Explorer 7 and you receive a
certificate error message, follow these steps to clear it:

Enter the IP address of the panel into the URL box.

Click continue to the website (not recommended) to display the login
screen.

Click certificate Error at the top-right of the |P address. The “Untrusted
Certificate” screen appears.

Click the View Certificates bar. The “ Certificate Information” screen
appears.

Click Install Certificate. The “Certificate Import Wizard” screen appears.

Click Next and follow the prompts; leave all settings at their default
values. A Security Warning asks if you want to install the certificate.

Click Yes. A Certificate Import Wizard message states “ The import was
successful.”

Click ok. The Certification Information message appears again.
Click oK.
Close the web browser and re-open it.

Enter the IP address again into the URL box. The login screen appears
without the certificate error.

5. Enter “admin” in the User Name field, and enter “admin” in the Password

field.

Note:

Both the user name and password are case-sensitive.

It is recommended that you change your default user name (admin) and

password (admin) to a new user name and password at thistime. To do this,
proceed to the instructions in Configuring Users, page 70.

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B 9
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6. Click Login to display the NetAXS-123 Main Window, sometimes also
referred to asthe “Landing Page’.

Figure 1-3: Landing Page

Honeywell

Log out

NetAXS™

&% > Monitoring ' Cards System Tools
i élarms * ‘a - Display/ Modify - General Configuration
- Events ey - Add - Firmware Details
- Inputs sy - Delete - File Upload / Download
- Outputs

> Reporting Py, Time Communications
W - EventReports ] Li;"h::?” - Etherneti USB
A - Card Reporis — ¥ - Host/Loop

- CurentTime

Users & Accounts Access Levels « >, Configuration
el - Doors: 12 3
- Add [ Modify ! Delete 3 - Interlocks
- Astount Status St - Other o
- Gite Codes

Select Panel

Note: The Select Panel column on the right edge of the Main Window displays all
panels available to the computer. Thislist displays the number of the gateway panel
that you are connected to over Ethernet and any downstream panels connected via
RS-485 to the Gateway panel.

@
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Navigating the Landing Page

1.3 Navigating the Landing Page

The opening screen displays icons representing the functions available.

Table 1-1: Landing Page Icons

- Evenl Repors

- Card Reporis

Icon Description For moreinformation, see..

Monitoring View status monitoring Monitoring System Status, page 117
- Alarms

- Events

- Inputs

- Dutputs

Generate event reportsand card | Maintaining Cards, page 56 and

Reporting reports Generating Reports, page 125

Users & Accounts

Bdd I Modify F Deleka
- Bcoount States

Create, modify, and del ete users,
and checks account status

Configuring Users, page 70

- Add

Manage cardholder cards

Maintaining Cards, page 56

- Time Zones
- Holiday=s
- Current Time

Configure time management

Time Zones Tab, page 31

Access Levels

- Add S Modify f Delete

Manages access levels

Configuring Access Levels, page 54

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B 11
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Table 1-1: Landing Page |cons (continued)

lcon

Description

For moreinformation, see..

System Tools

- General Configuration
- Firmware Details
- File Upload f Download

Provides file management
functionality

Generating Reports, page 125

Communications

- Ethernetf USH
- Host/Loop

Configure connectivity

Configuring the System, page 18

Configuration
- Doors: 1 2 3
- Interlocks

- Other /O

- Site Codes

Provides system configuration
functionality?

Configuring the System, page 18

a The number of doors shown next to thisicon reflects the actual number of doors the panel is config-
ured for. The examplein the table displays a Controller Board with a 2-door input/output board (1/0
board), thus resulting in atotal of three doors. The Controller lists only the door, no numbers. A Con-
troller with a 1-door 1/O board will report Doors: 1 2.

-

@‘;\ Note: To return to the home page at any time, simply click the Home Page icon. m
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1.4 Reading the Select Panel

The Select Pandl islocated at the right margin of the NetAXS-123 web server main
screen. The presence of a number in one of the Select Panel cells indicates that its

associated pandl is online. For example, if you see anumber 1 in acell, thisindicates
that panel 1 isonline. The combinations of size and color of the number and the color

of the cell background indicate the panel’s status, as shown in the following table.

@

The Select Panel refreshes automatically when the panel’s status changes.

Table 1-2: Reading the Select Panel

Cell Display

Satus

“1" in the example below:

kl Saelect Pane

Large red number on a blue background, such as

Panel 1 is selected, and it has
unacknowledged alarms.

“2" in the example below:

Select Panei

K -

Small black number on white background, such as

A

Panel 2 isnot selected and it has
no unacknowledged alarms.

Note: Holding the cursor over acell also displays a popup message, which indicates
whether the panel in that cell is online or selected.

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B
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Table 1-2: Reading the Select Panel (continued)

Cell Display

Satus

Large white number on blue background, such as
“2" in the example below:

Hi

Panel 2 is selected, and it has no
unacknowledged alarms.

Small white number on ared background, such as
“1” in the example below:

L] 2]

Panel 1isnot selected, but it does
have unacknowledged alarms.

14
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2.1 Overview

This chapter explains the NetAX S-123 configuration functions as accessed viathe
web server. These functions should be performed only by the system administrator or
service personnel.

Caution: The sequence of NetAX S-123 configuration tasksis critical. If you do not
A follow the sequence described in Table 2-1, the system cannot be successfully
configured.

Table 2-1: Configuration Task Sequence

To perform thistask... Click thisheading

1. Configure the panel:

Host/L oop Communications System Tools

Network - General Configuration
Genera - Firrrweare Details \

. - File Upload § Download
Site Codes

2. Configure the time zones.
Time

- Time Zones

- Halidays \
- Current Time

3. Configure the doors:
Configuration

Readers - Doors: 12 3
Outputs - Interlocks
Inputs - Other i

- Site Codes

4. Configure the access levels.
Access Levels

- Add [ Modify f Delete

16 www.honeywell.com
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Overview

Table 2-1: Configuration Task Sequence (continued)

To perform thistask...

Click thisheading

5. Create the cards and assign access

Cards

levels.

- Display i Modify

- Add

- Delet
6. Modify access levelsto cards.

Cards

- Dizplay I Maodify

- Add
- Delete

Note: This guide contains many screen captures. These screens have been captured on
{2/} aWindows XP platform; they may ook somewhat different, depending on your

platform.

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B
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2.2 Configuring the System

2.2.1 Managing Configuration Data

This section provides an overview of how configuration data is managed on a system
of panels interconnected via an RS-485 communications loop.

Some configuration datais common to all panels on the loop. When common datais
entered, it is sent to and stored on all panelsthat are online at the time the dataiis
entered. Common data includes:

e TimeZones

* Cards

* Card Formats

» Site Codes

e Holidays

e Access Level Name and Number (access level details are panel-specific)
» System Configuration (Site Codes)

Other data is panel-specific and unique for each panel. Panel-specific dataincludes:
e Access Level Time Zone Reader Assignments
« Door/Reader Configuration
« System Configuration (General Tab)
« System Configuration (Firmware Details)
e System Configuration (Network) (1P addresses apply only to gateway panel)

e System Configuration (Host/Loop Communications) (applies only to gateway
panel)

*  Web Users (applies only to gateway panel)

If common data is modified when a panel is off-line, or if anew panel is attached to a
loop after common data has been entered, the panel must be manually re-synchronized
to obtain the common data. To resynchronize anew panel, you must upload a copy of
the gateway panels common and card database and then download to the out-of-sync

panel. See Section 5.1, "Backing up and Restoring the NetAX S-123" on page 120 for
additional details.

2.2.2 Host/Loop Communications Tab

To maintain your NetAXS-123 system configuration or to monitor its status, you must
connect to the panel using one of two modes:

¢ Host mode (monitor only) — a host software system, such as WIN-PAK ™,
connects to the panel (through the gateway panel, which has an on-board PCI
communications adapter). It enables you to monitor the status of the system.

* Web mode (configure and monitor) —the web server connects to the panel and
enables you to configure the panel and monitor system status.

18
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The Host/Loop Communications tab enables you to:

» Select and configure the communication mode you will use to connect to the
panel.

» Configure the following host settings:
— Connection Type (host or web server)
— Comms Type
— Port Number
— Host IP Address
» Configure the loop:

— Time Sync (Enable—how often in minutes the gateway will broadcast its
time to downstream panels)

— Baud Rate (for communication among downstream panels)

Click communications > Host/Loop > Host/Loop Communications Tab to display the
Host/L oop Communications Tab.

Figure2-1: Communications > Host/Loop > Host/Loop Communications Tab

System Configuration - Panel 30

[ General || Firmware Details || Network || site Codes || Host/ Loop Communications |

O Directvia TCPAP Host Mode
Connection Type O Reverse TCRIP
® none Web Mode
Comms TWB AckitAK Man AckiMAK

Port Number | 300

BTN [ ]
|.Enab|ed |D |minutes

Baud Rate © 38,400 bps
@115,200 bps Force Baud Reset

Submit Changes
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Steps: Use the descriptionsin Table 2-2 to configure the settings:

Table 2-2: Communications > Host/Loop > Host Loop Communications Tab Fields

Host/L oop Setting Description

Connection type Specifies the type of physical connection
between the host and the Gateway panel.

If you are connecting from a host software
system such as WIN-PAK, select one of the
following three connection options:

Direct via TCP/IP — Host initiates connection
to panel.

Reverse TCP/IP — Panel connects directly to
the host system using the TCP/IP protocol.
You must enter the host IP address in the Host
IP Addressfield. Panel initiates connection to
host. Panel currently does not support
encryption.

None — Select thisif you are using web mode.

Comms Type Specifies the type of communications.

Host Ack/NAK — Provides aresponse (either an
acknowledgment or a non-acknowledgment)
in atransmission between the host and
panel(s). Thisisthe recommended
communications type.

Non Ack/NAK — Does not provide a response
(either an acknowledgment or a
non-acknowledgment) in atransmission
between the host and panel(s). Normally used
in troubleshooting only.

Port Number Specifiesthe port number for the Ethernet port
(default is3001). (Default for Reverse TCP/IP
is5001.)

Host IP Address Enter the host system (or WIN-PAK server) IP

address here if you selected Reverse TCP/IP
in the Connection Type field on this screen.
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Table 2-2;: Communications > Host/Loop > Host Loop Communications Tab Fields

Host/L oop

Setting

Description

Loop

Time Sync

Synchronizes the gateway’s time with the
downstream panels.

Enabled — Causes the gateway to
automatically broadcast its time to
downstream panelsin order to
time-synchronize the loop. This setting isin
minutes, range 60-32767.

Baud Rate

Specifies the transmission rate (bits per
second) among the downstream panels on the
loop.

Force Baud Reset — Tells all downstream
panels to change to the selected Downstream
baud rate. This savesthe user from having to
go to each panel individually.

2.2.3 General Tab

The General Tab enables you to:

e Set the genera configuration settings.
¢ Reset the panel.

Click system Tools > General Configuration to display the System Configuration

General tab:

Figure2-2: System Tools > General Configuration > General Tab

Address

Boot Time

‘

Anti-Passback

System Configuration - Panel 1

| General || Firmware Details ” etwork ” Site Codes ” Hosti Loop Communications |

mnmcmmammzzg

Gateway Panel Addr | 1

Web Session Timeout ||30  Hours % Minutes

e EEE

Hybrid Mode ||' Enabled

Upgrade Utility Port ||7 Enabled

Wed Mo 25 15:48:35 2009

Reset Panel 1

Continuous Card Reads ||7 Enabled
Reader LEDs ||7 Reverse LED colar

© Lacal © Glabal

™ Enabled
[T Forgiveness

Cardholder 'Note1 | |N0te1 :
Cardholder "Note2 | |N0te2:

Duress Detect ||_ Enahled
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Steps: Use the descriptionsin Table 2-3 to configure the general settings, and click

Submit Changes.

Table 2-3: System Tools > General Configuration > General Tab Fields

Parameter

Description

Name

Unigue name that identifies the panel.

Address

Displays the address set by the panel’s DIP (dual in-line
package) switches.

Note: DIP switches should be set as follows:

For the 10-position DIP switch:

Positions 1-5: ON position specify the RS-485 address.
These settings require areboot to take effect.

Position 6: Gateway when ON, downstream when OFF. This
setting requires a reboot to take effect.

Position 7: When OFF, use user-provided | P address for
Ethernet; when ON, use default 1P address for Ethernet
(192.168.1.150). When this switch changes state (OFF to
ON, ON to OFF), the effect takes place immediately. No
reboot is required.

Positions 8 and 9: RS-485-1 line termination. Both ON:
Terminated. Both OFF: Un-Terminated.

Position 10: Reserved.
For the 2-position DIP switch:

Positions 1 and 2: RS-485 2-line termination. Both ON:
Terminated. Both OFF: Un-Terminated.

See NetAX S-123 DIP Switch Settings, page 153 for more
complete information on DIP switch settings.

Type

Displays the panel type NetAXS-123.

Upgrade Utility Port

Controls whether a gateway or downstream panel can be
updated through Ethernet from a Windows PC
(default=enabled). See www.honeywellaccess.com for
details.

Boot Time

Displays the time that power was applied to the panel.

Reset

Reboots the panel. A reset does not change the current
configuration in the database.
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Table 2-3: System Tools > General Configuration > General Tab Fields (continued)

Parameter

Description

Anti-Passback

Enabled — Enables anti-passback, which requires avalid
card for entry and exit. The card holder must use his’her card
in the proper IN/OUT sequence. If the sequenceisinvalid, an
anti-passback violation is generated and the card holder and
isdenied access.

Local — Enforces anti-passhack only at doors configured
locally to the panel controlling the original card read.

Global — Enforces anti-passback at panels throughout the
system after asuccessful card read at any one of the system'’s
readers.

Forgiveness — Causes all system codesto be reset at
midnight every day. This enables a card holder who exited
the building in the evening without using his card to use his
card for entry the following morning.

Gateway Panel Addr

Displaysthe panel address of the Gateway panel, or the panel
directly connected to the host system.

Web Session Timeout Activates aweb session timeout after the specified time
period has elapsed. Define the time period either in minutes
or in hours. Enter the number in the box, then select either
minutes (1-59) or hours (1-12).

Hybrid Mode FUTURE FEATURE. LEAVE UNCHECKED.

Free Egress Enabled — Configures the panel for free egress. When

enabled (Default), the panel automatically configures inputs
1,9, and 13 to act as egress inputs for Doors 1, 2, and 3
respectively. If disabled, thoseinputs 1, 9, and 13 can be used
as general inputs.

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B

23



Configuring via the Web Server
Configuring the System

Table 2-3: System Tools > General Configuration > General Tab Fields (continued)

Parameter Description

Duress Detect Enabled - Enables you to trigger an alarm event and, if
configured, pulse an output device in times of duress, such as
when the operator isforced to grant access against hiswill to
an unauthorized person. Duress requires both a PIN value
and Card number to be recognized, as described below. This
feature is available only when the reader is configured with a
"Card and Pin" access mode (see Reader A Tab, page 36).

This parameter is set to Disabled by default.

When this feature is enabled, a Duress Output option at the
Door's Reader configuration (see Reader A Tab, page 36) is
also enabled. You then need to assign the selected output--a
Pulse time in Configuration - Other 1/O. (See Outputs Tab,
page 48 for the output configuration.)

During normal operation, the duress output does nothing. To
energize the output (for example, during arobbery), the card
holder presents his card to areader that is configured for
Card and PIN access (see Reader A Tab, page 36). The card
holder then enters a PIN that is either one number higher or
one number lower than the correct PIN. For example, if the
PIN is2222, the card holder would enter either 2221 or 2223.
Even though the PIN isincorrect, the door will still open
normally, but the duress output pulses and an alarmis
generated. In thisway, the card holder notifies others without
detection by the unauthorized person.

Note: A PIN ending in O (for example, 2320) will only trip a
duress output when a1 isused in place of the O (for example,
2321).

Continuous Card Reads | Enabled — Enables continuous card reading while the output
is being energized. When this option is not enabled, areader
will not be able to read a second card during the pulsing of
the output caused by the previous card read. This parameter
isset to Enabled by default.

Reader LEDs Identifies the color of areader LED when agrant is
authorized. When this parameter is enabled, the LED should
be solid red and then turn green after two seconds (by
default).

This parameter is set to Enabled by default.

Cardholder ‘Notel’ Specifies any information field you might want to put on a
card. For example, if you enter “Department” here, afield
labeled “Department” appears on the card. The user who
creates the card would then enter the card holder’s
department name. See Adding New Cards, page 56.
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Table 2-3: System Tools > General Configuration > General Tab Fields (continued)

Parameter Description

Cardholder ‘Note2' Specifies any information field you might want to put on a
card. For example, if you enter “Phone Number” here, afield
labeled “Phone Number” appears on the card. The user who
creates the card would then enter the card holder’s telephone
number. See Adding New Cards, page 56.

2.2.4 Firmware Details Tab

Firmware is software that is embedded in the NetAXS-123 boards. The firmware
provides this web interface and all access control functionality. Periodically, the
firmwareis updated. The Firmware Details tab enables you to download new versions
of the firmware, revert to a previous version of the firmware, upload and/or download
cards, and configuration databases.

The Firmware Details tab enables you to:
* View the current firmware configuration.
* Revert to another firmware version.

Click system Tools > Firmware Details to display the Firmware Details tab:

Figure 2-3: System Tools> Firmware Details Tab

System Configuration - Panel 1

- | Firmware Details I| Metwark || Site Codes |[ Hast/ Laoa Communications |

Application Firmware
[ vese [ e [ e

Active: 124 1142542009 131702
Inactive: 122 111152009 17.31:08
Activate Firrware 1.2 2, 11112009 17:31:05 |

Operating System

2.6.25%48 Mon Sep 28 11:21:27 COT 2008

To revert to another firmware version:

1. Click Activate Firmware to select the firmware version to which you want to
revert. The prompt “ Switching to an alternate firmware set requires a panel
reboot” appears.

2. Click oK to reboot the panel.
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2.2.5 Network Tab

Your NetAXS-123 pandl is physically configured in one of a number of possible
network configurations. For the panel to function in any of these configurations, the
other panels and devices in the network must know the panel’s network addresses.

The Network tab enables you to:
* View the panel’s MAC address.
* View and edit the panel’s |P address.
* View and edit the panel’s subnet mask.
» View and edit the panel’s default gateway.
* View, set, enable, and disable the USB configuration.
¢ View and edit the panel’s USB address.
* View and edit the panel’s USB IP Mask.

Click system Tools > General Configuration > Network Tab to display the Network tab:

Figure 2-4: System Tools> General Configuration > Network Tab

System Configuration - Panel 1

[ Genetal ” Firmware Details || Network || site Codes || Hostf Loop Cammunications |

ﬂl‘.‘ Address 00:40:84:04:01:00

O Static; |
Ethernet @ DHCP: 158.100.142,28
.0

Select Panel
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2.2.6 Site Codes Tab

Site codes (also called facility codes) identify an enterprise’s site with unique numbers
for each site. You can create a maximum of eight site codes to serve as secondary 1Ds
(in addition to the card number) on the card for additional validation.
The Site Codes tab enables you to:

» Create one or more site codes.

* View existing site codes.

* Maodify an existing site code.

* Delete aselected site code.

« Deéete dl site codes.

Click system Tools > General Configuration > Site Codes tab to display the Site Codes
tab:

Figure 2-5: System Tools > General Configuration > Ste Codes Tab

System Configuration - Panel 1
| General || Firmware Details || Network || Site Codes || Host/ Loop Communications |
Site Code Number
1 test
Name: Site Code: I
Add Site Code Delete All

To create a site code:
1. Enter aname for the site code in the Name field.

2. Enter aunique number (up to five digits) for the site code in the Site Code
field.

3. Click Add Site Code to create the site code.
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To modify a site code:

1. Click the site code’'s number in the Num column to select the site code.

| sc | SteCodeName | __SiteCodeNumber
] test 12
Name: [test Site Code: [12
New Site Code |  Modify |  Delete |  Delete All |

2. Click Modify to display the Name and Site Code fields.
3. Modify the name or site code number as you desire, and click Modify again.

To delete a site code:

1. Inthe Site Code Number column, click the number of the site you want to
delete.

2. Click Delete to display a prompt.
3. Click oK to delete the site code.
To delete all site codes:
1. Click Delete All Codes to display a prompt.
2. Click oK to delete the codes.
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2.3 Configuring Time Management

This set of time-related functions includes:

Setting the current time by which the panel will function.

Creating the time zones by which the panel will control the operation of the
inputs, outputs, groups, readers, access levels, and cards through access levels.

Defining the holiday schedule.

2.3.1 Current Time Tab
The Current Time tab displays time management configuration settings.

The Current Time tab enables you to:

Set the current loop time.

Specify the time format (12 hour/24 hour).

Set anew date.

Set anew time.

Set the geographic time zone.

Specify the |P address of the time server being used.

Force atime synchronization between the panel and the time server.

Click Time > Current Time > Current Time tab to display the Current Time tab:

Figure2-6: Time> Current Time> Current Time Tab

| Current Time || Time Zones || Holidays |

Time Management Configuration

| Tuesday, December 1, 2009 - 10:36:47 AM
m| & 12hour ¢ 24 hour
ECCE T =

| vewtme || ENE|EIE]EYE

Adtica/Ahidjan ﬁ’
AfricafAccra

. AfricafAddis_Ababa

Geographic Africaislgiars

Time Zones Africafbsmara

Aftica/Bamako

Africa/Bangui

Adtica/Banjul |
||_Enabled

Tmesenver [N N R EN

|Update Interval: |32772 & Minutes ¢ Days

Submit Changes |
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Steps: Use the descriptionsin Table 2-4 to configure the time settings:

Table 2-4: Time> Current Time > Current Time Tab Fields

Setting

Description

Current Loop Time

Displays by default the current time setting in
day/month/date/hour/minutes/seconds. For example:
Fri Oct 30 07:16:27 2009.

Format

12 hour — The 24-hour day is divided into two 12-hour
halves, AM and PM; each half is numbered 1-12.

24 hour — The hours in the 24-hour day are numbered
consecutively 0-23.

New Date

Specifies anew date to be the current date. Use the
drop-down lists to set the month and date, and click the
calendar icon to specify a different year.

New Time

Specifies a new time to be the current time. Use the
drop-down lists to set the hour, minute, and AM or PM.

Geographic Time
Zones

Select the geographic time zone in which the panel will
operate. The time zones are written in the [continent/city]
format. Find the appropriate continent, and then identify the
city with the closest longitude to the panel’s location. In the
United States, you might find these time zone associations
more familiar:

Eastern Time: America/New York

Central Time: America/Chicago

Mountain Time: America/Denver

Pacific Time: America/lLos Angeles

Time Server

Enter the IP address of the Time Server that the Gateway
will poll to update itstime.

Enabled — Select to enable the specified machine to be the
active time server.

IP Address — Enter the |P address of the time server.
Update Interval — Specifies the interval of time between
each automated synchronization. Recommended valueis
once per day. The panel starts to update time as soon asit is
enabled and successfully connects to the Time Server; it
will continue to update according to the interval selected
from that start point.
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2.3.2 Time Zones Tab

The NetAX S-123 panel controls access by using time zones, or time schedules.
Inputs, outputs, readers, access levels, and cards through access levels are all
configured with time zones by which they will be energized or de-energized, enabled
or disabled. For example, you might assign a group of outputs to be energized from
12:00 AM to 6:00 AM. every day. The 12:00 AM to 6:00 AM, Sunday through
Saturday, time period is called a time zone.
The Time Zones tab enables you to:

» Create anew time zone.

e Modify atime zone.

» Delete atime zone.

Click Time > Time Zones > Time Zones tab to display the Time Zones tab:

Figure2-7: Time> Time Zones > Time Zones Tab

Time Management Configuration
| Current Time || Time Zones || Holidays |
-—_I

Default Time Zone (24x7) 12:00 A 11:58 PM MTWRFSS T, TZ; T3
2 office hours 8:00 A 5:00 P MTWREF-

Name: |

Start Tirne: I '” '” 'l End Time: I '” '” 'l

[T Monday [ Tuesday [ wednesday [ Thursday [ Friday Al Weekdays
[T Saturday [~ Sunday Al Weekends Clear All Days
" Type 1 Holidays [ Twpe 2 Holidays I Type 3 Holidays __ All Holidays |

Link to Time Zone I 'l
[ewy Titne Zone | Add Tirme Zone

To create atime zone:
1. Enter the name of the new time zone in the Name field.
Enter a start time and an end time for the time zone.

Select the days of the week during which the time zone will be in effect.

A WD

If the time zone will be linked to another time zone, select the “linked to” time
zone's number from the drop-down list.

caution: We recommend that you read the explanation of time zone linking
A below before you link time zones. An example is provided to help you create
the links successfully.

5. Click Add Time Zone.
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To modify a time zone:
1. Inthe Tz column, click the number of the time zone you want to modify.
2. Change the time zone settings as you desire.
3. Click Modify to accept the changes.

To delete a time zone:

Caution: Do not delete atime zone that is currently in use.
1. Inthe Tz column, click the number of the time zone you want to delete.
2. Click Delete.
3. Click oK at the delete prompt.

Linking Time Zones

You assign each Time Zone a specific start time and end time. The maximum time
range isfrom 12:00 AM to 11:59 PM. Note that the time range cannot cross midnight.
You can set this time range to be effective for any day of the week, including
weekends (Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, and Sunday).
These days can also include holidays, which are considered special days that take
precedence over a standard day. Also, since Access Levels, Outputs, and Inputs can
only be given one Time Zone selection at atime, you can link Time Zones together to
create bigger time zones that could not fit into asingle Time Zone.

For example, suppose you must create a Cleaning Crew Time Zone. The time zone(s)
are to be set up as follows: Monday-Friday 5 PM -1 AM, Saturday and Sunday 8
AM-1 PM, no holidays. This becomes three separate time zones, as follows.

Time Zone Number Time Range

2 Monday-Friday, 5 PM -11:59 PM
(Remember, the time range cannot cross
midnight, so 11:59 PM isthe limit.)

3 Tuesday-Saturday, 12:00 AM-1:00 AM.

4 Saturday-Sunday, 8:00 AM-1:00 PM.

Note: Time Zone 1 isreserved asadefault with atime range of 24 hours, seven daysa
week.
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So, you heed to add three time zones to the panel. Then, with the Link Time Zone
feature, you can link them so that they all work together:

1. Add Time Zone 2 and select Monday, Tuesday, Wednesday, Thursday, and
Friday. Enter a start time of 5:00 PM and an end time of 11:59 PM. Leave the
Link to Time Zone field blank.

2. Add Time Zone 3 and select Monday, Tuesday, Wednesday, Thursday, and
Friday. Enter astart time of 12:00 AM and an end time of 1:00 AM. In the
Link to Time Zone field, select Time Zone 2 to link Time Zones 2 and 3
together.

3. Add Time Zone 4 and select Saturday and Sunday. Enter a start time of 8:00
AM and an end time of 1:00 PM. In the Link to Time Zonefield, select Time
Zone 3to link Time Zones 2, 3, and 4 together.

Linked in thisway, Time Zone 4 tellsthe NetAXS-123 system that it isalso to use
Time Zone 3, and Time Zone 3 tells the system that it isto also use Time Zone 2.
Since Time Zone 4 isthe “ start” of thislinked chain, it isthe Time Zone that would be
operative for the Cleaning Crew Access Level. That is, the doors to which the
cleaning crew would have access would be assigned Time Zone 4. And, by assigning
them Time Zone 4, they would also have access during Time Zones 3 and 2—because
they are linked.

Note that in this example, Time Zone 2 is not linked to Time Zone 4. Thisis by rule.
Time Zone links should start on one end and stop at other. If you link the start of a
Time Zone chain to the end, you create acondition called a“circular interlock,” which
would cause your time zones to not function properly. The panel will send you a
warning, should you try to create acircular interlock.
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2.3.3 Holidays Tab

Holidays are considered special days of aweek. They are similar, but of higher rank
than the standard Monday-Sunday. If aday programmed as a Holiday should occur in
the panel, the panel will treat that day as the Holiday type, regardless of the actual day
of the week (Monday-Sunday). During thisHoliday, only Time Zonesthat contain that
specific Holiday type will work. The Holiday tab enables you to further customize
how the panel works. For example, you can block access to abuilding on that day, or
grant special access during that day.
The Holidays tab enables you to:

e Create aholiday.

* Modify aholiday.

» Delete aholiday.

Click Time > Holidays > Holidays tab to display the Holidays tab:

Figure 2-8: Time> Holidays > Holidays Tab

Time Management Configuration
| current Time || Time Zanes || Holidays |

Hoiidayl  Name |  Date | Annual | |
1 MNew Year's Day January 1 {7 |—

Name: I

¥ Annual EType 1 CType2 O Type s

Date: - 2 | E2 | I

e Holiday | Add Holiday |

To create a holiday:
1. Enter the name of the new holiday in the Name field (up to 25 characters).
2. If the holiday will occur annually, select the Annual check box.

3. Assign atype to the holiday, either Type 1, Type 2, or Type 3. The type you
assign will map to atime zone configuration, and the holiday will be regarded
according to the rules of that time zone (see Time Zones Tab, page 31).

4. Select the holiday’s month and date from the drop-down lists.

5. Click Add Holiday.
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Each Holiday added is considered a full day, extending from midnight to midnight.
The options available when configuring a holiday are Annual, Type, Date and Year.
While Annual is enabled, the date added as a Holiday will be aHoliday every year.
This disables the Annual check box and allows a user to select a specific year, so that
only during that date and year will the Holiday selection work.

While Annual is selected, the Year box is grayed out. The panel can support three
different Holiday Types (Type 1, Type 2, and Type 3), but a user can only select one
type per day. Also, note that asingle calendar day cannot be set for more than one type
of Holiday. For example, the 4t of July could be a Type 1 Holiday, but then Type 2
and 3 would not be able to work on the 4 of July. Holidays or special events that
require multiple days will require a Holiday entry for each date that is to be special.
For example, Thanksgiving is usually two days, Thursday and Friday. Both of these
dayswould require a separate Holiday date entry and use the same Holiday Type.
Beyond that, Type 1, 2, and 3 can be configured any way you wish.

To modify a holiday:
1. Inthe Holiday column, click the number of the holiday you want to modify.

2. Changethe holiday settings as you desire.
3. Click Modify to accept the changes.

To delete a holiday:
1. Inthe Holiday column, click the number of the holiday you want to delete.
2. Click Delete.
3. Click oK at the delete prompt.
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2.4 Configuring the Doors

Each panel supports from 1-3 doors. For each door, you must configure the readers,
inputs, and outputs.

Click configuration > Doors: 1 to display the Door Configuration screen for door 1.

Figure2-9: Configuration > Doors. > 1> Reader A Tab

Door 1 Configuration - Panel 1
Reader A |[Feaders

Ge"elal “
Card Farmats

Disabled |-

Lockdown |-

LT LT | Card and Pin I

Time Zones card or Pin |

ENQERQER R NEN

Pin only |-

Card Only IDefauIt Titne Zone (24%7) j [ superdsor [ Escort

. © Hard © Soft ) ) !
Anti-Passback (N =T (Disabled via System Configuration)
N oour

Duress Output ‘ Outputl* 'l (Disabled via System Configuration)
submit Changes |

Follow the same procedures described below to set up doors 2 and 3 if your setup
includes them.

2.4.1 Reader A Tab

A reader is adevice that reads cards and sends the card data to the panel. The
NetAX S-123 supports two readers per door. Reader B may be activated and
de-activated by the user.
The Reader A tab enables you to:

* Namethe Reader.

» Define atime zone during which the reader will follow one or more of the
access modes below:

— Disabled

— Lockdown
— Cardand PIN
— Cardor Pin
— PIN Only

— Card Only

» Further definethe Card Only, PIN Only, Card and PIN, and Card or PIN access
modes
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» Configure reader for anti-passback.
» Specify the card formats the reader must use to read the card data.
* Add, edit, and delete card formats.

Click Reader A to display the Reader A tab (see Figure 2-9).
Steps:
1. Usethe descriptionsin Table 2-5 to configure the General reader settings.

Table 2-5: Configuration > Doors> 1> Reader A Tab Fields

Setting Description

Access Mode Specifies the validation conditions required at the door
before accessis granted. For each access mode, you must
also select atime zone from the drop-down list. The time
zone is the schedule by which the access mode is effective.

Disabled — Disabled mode puts the reader in a state where
al card reads are ignored, with the exception of aVIP card,
whichisallowed access. Contact and Egresswill report, but
Egress will not cause the door to open.

Lockdown —Ignores all card reads (except from aVIP
card), denies door entry but allows egress.

Card and Pin — Grants access only with both a successful
card read and avalid PIN entry at the door’s keypad. You
can perform the card read and PIN entry in either sequence.
You must make the second entry within 10 seconds of the
first entry, in either sequence.

Card or Pin — Grants access with either a successful card
read or avalid PIN entry at the door’s keypad.

Pin Only — Grants access with only avalid PIN entered at
the door’s keypad.

Card Only — Grants access with only a successful card read.

Supervisor —A mode that enables a supervisor to enter
without allowing general access. When thismode is
enabled, the reader LED changes color four times per
second (usually red then green). When the supervisor
presents his card during the time zone just once, he gains
access but does not enable general access. If the supervisor
presents his card again within 10 seconds, he enables
general access and the LED displays a steady red. After the
supervisor presents his card twice to allow general access,
he can disable the general access for the time zone by
presenting his card again twice consecutively. The LED
resumes rapid flashing between red and green. VIP cards do
not need a supervisor card to gain access.
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Table 2-5: Configuration > Doors> 1> Reader A Tab Fields (continued)

Setting

Description

Access Mode
(continued)

Escort — A mode that requires a supervisor escort to allow
entry by an employee card holder. When thismodeis
enabled, the reader LED changes color four times per
second (usually red then green) and employees must be
accompanied by a supervisor to gain entry. When the
supervisor presents his card, the LED goes solid red for 10
seconds, pending an employee credential. When the
employee credential is swiped within 10 seconds of the
supervisor card swipe, the door opens to admit the
employee and the LED returns to rapid flashing. If the time
expires and there is no employee credential swipe, the LED
returns to rapid flashing and the reader returns to escort
mode. A supervisor can gain entry by simply swiping the
card twice. Unlike Supervisor mode, the Escort mode when
active cannot be disabled during its time zone; a supervisor
isrequired for all employee access during Escort mode time
zone. VIP cards do not need a supervisor card to gain
access.
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Table 2-5: Configuration > Doors> 1> Reader A Tab Fields (continued)

Setting

Description

Anti-Passback

Configures the anti-passback feature. Once configured
under Configuration > System > General screen (see
General Tab, page 21), the user enables the anti-passback
feature on the reader, which requires avalid card for entry
and exit. The card holder must use the card in the proper
IN/OUT sequence--that is, a card swiped at an IN reader
must then be swiped at an OUT reader, or vice versa-—-acard
swiped at an OUT reader must then be swiped at an IN
reader. If the user's IN/OUT sequenceisinvalid, then an
anti-passback violation event is generated for the type of
anti-passback chosen (Hard or Soft) and the card holder is
either denied access (Hard) or allowed access (Soft).

Enabled - Enables the anti-passback feature.

Hard - Validates IN/OUT status before allowing entry. A
second swipe of the card at the same type of reader
(IN/OUT) causes a Hard anti-passback violation and the
user isdenied entry.

Soft - Validates IN/OUT status before allowing entry. A
second swipe of acard at the same type of reader (IN/OUT)
causes a Soft anti-passback violation but the user isallowed
entry.

Out - Appliesto readers located inside the
anti-passback-controlled area. Card holders use these
readers when attempting to exit the
anti-passback-controlled area.

In - Appliesto readers located outside the
anti-passhack-controlled area. Card holders use these
readers when attempting to enter the
anti-passback-controlled area.
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Table 2-5: Configuration > Doors> 1> Reader A Tab Fields (continued)

Setting

Description

Duress Output

Configures the output that will trip when a card holder
entersa“duress PIN” at akeypad/card reader. A duress PIN
isthe PIN a user enters at a keypad when being forced (for
example, during a robbery) to open a door. The card holder
entersaPIN that is either one number higher or lower than
the correct PIN. This PIN opensthe door, but it also triggers
the designated duress output and produces an alarm event.
For example, if the PIN is 2222, the card holder would enter
either 2221 or 2223. Even though the PIN isincorrect, the
door will still open normally, but the duress output pulses
and an alarm is generated. In this way, the card holder
notifies others without detection by the unauthorized
person.

Note: A PIN ending in O (for example, 2320) will only trip
aduress output when a1 isused in place of the O (for
example, 2321).

The duress output feature requires the following:

e “Duress’ must be enabled on the Configuration >
System > General tab.

* A time zone must be selected for “Card and PIN” on
the Configuration > Doors > Reader tab.

@

Note: Should a conflict arise among the time zones set in the Access Mode
Time Zones box on the Reader > General tab, priority is given to the time zone
that is highest in the list of time zones displayed on the tab. Therefore, the

Disabled time zone has highest priority, and the Card Only time zone has

lowest priority.

Note: The access mode defined here for the door can be overridden by a card
assigned with aVIP card type. (See Adding New Cards, page 56 for
information about assigning a VIP card type.)
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2. Click card Formats at the side of thetab. A card format tells the panel how the

card number will be read. The panel supplies the format to the card readers.

Then, the card readers can correctly read the card.

Figure2-10: Configuration > Doors. > 1> Reader A Tab > Card Formats

General

Card Formats

Door 1 Configuration - Panel 1

outputs || Reader A |ReaderB

Formats Recognized by Reader
Double-click on a format name to display or edit its data layout

Available Selected

Default 26 Bit Wiegand < none =
Default 32 Bit Wiegand

Default 34 Bit Wiegand

35 Bit Corporate 1000 .

Default 25 Bit Wiegand m
Default 29 Bit Wiegand

Default 37 Bit Wiegand m
Default 75 Bit Wiegand

Selact All | Selact Al |
Select None | Select Hone |

Mew Format
Subrit Changes |
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3. Usethe descriptionsin Table 2-6 to select card formats.

Table 2-6: Configuration > Doors: > 1 > Reader A Tab >

Card Format Fields

Setting

Description

Available (column)

Listsall the formatsin the panel. All formats, new ones as
well as the eight default formats, are listed under
Available. Thisinformation allows all readers by default
to use all formats to try and decipher card reads. The
reader will then use every Available format(s) to decipher
incoming card reads. Any cards swiped with formats that
do not match the Available format(s) are then reported as
an Invalid Format event.

Selected (column)

Lists specific formats selected by the user from the
Available list that the reader should use to decipher card
reads. As soon asasingle format is placed in the Selected
column, the reader begins to use only the selected format,
ignoring any unselected formats in the Available list.
Cards swiped with formats that do not match the Selected
format(s) are then reported as an Invalid Format event,
even if theformat isin the Availablelist. This selection is
on aper reader basis--that is, each reader can haveitsown
selected formats. Selections at one reader do not affect
another reader.

Note: The user should

@

Support.

never add in more than one format using the same

number of bits. If you need more information, please contact Technical

4. Click to highlight each desired card format listed in the Available box, and
click the green right arrow [ button to move the format(s) into the Selected

box.

@

Note: If you select no formats, the reader will use all available formats (up to
128) as described for the Available setting in Table 2-6. If you select a subset
of formats for a given reader, the reader will interpret only those formats and

ignore formats that are not selected, as described for the Selected setting in

Table 2-6.
5. Click submit Changes.
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6. If you want to create anew card format, click New Format to display an empty
Card Format Data Layout screen:

Figure2-11: Card Format Editing Screen

[ lznncatenate Ste Code  Exponent |0

Enfer = in Stat B4 AND 0 in Mum Bits 10 dizable that field (use Tab 1o move betwasn Halds)

Card Format Data Layout

Hame:

Creverse Bit Craer

Sfe Code A | Sfe Code B | Site Cotde ©

| Crose |

7. Usethefield descriptionsin Table 2-7 to define the layout and click Save.

box.

@

Note: To disable afield, enter “--" in the Start Bit box and “0” in the Num Bits

Table 2-7: Configuration > Doors. > 1> Reader A> Card Format Fields

Setting

Description

Name

Displays the name by which the format will be listed in
the Card Formats tab. The name is user-defined.

Reverse Bit Order

Returns the message from the reader in reverse bit order
(least significant bit first and most significant bit last).

Concatenate Site Code

When enabled, it is used with the Exponent field to
combine the site code and Card ID into anew unique
number. Mainly used when a site requires the use of more
than 8 different site codes.

Exponent

This option is available only when the Concatenate Site
Code box is checked. To generate acard's new ID, use
this box to insert the desired number of zeroesto be
added to the right-hand side of the Site Code value. Then
add the card 1D to calculate the card's new ID.

For example, a 26-bit card has a site code of 123 and the
card ID is637. When the Concatenate Site Codeis
enabled with an exponent of 4, 4 zeroes are added to the
right-hand side of the site code. Theresult isafinal value
of 1230000. This newly modified site code value is then
added to the number that the panel has read as the card's
|D—that is, 1230000 + 637 = 1230637. The newly
combined number becomes the card's new 1D value.
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Table 2-7: Configuration > Doors: > 1 > Reader A > Card Format Fields

Setting

Description

Total Num Bits

Lists the total number of bits on the card.

Even Parity

Lists where on the card that even parity is being
observed.

Start Bit — First bit in the card where even parity begins.

Num Bits — Number of bitsto the right of the start bit,
including the start bit, to include in the even parity check.

Odd Parity

Lists where on the card that odd parity is being observed.
Start Bit — First bit in the card where odd parity begins.

Num Bits — Number of bitsto the right of the start bit,
including the start bit, to include in the odd parity check.

CID A

Lists where on the card the Card ID A islisted.

Start Bit — First bit in the card where card 1D begins.
Num Bits — Number of hitsto the right of the start bit,
including the start bit, that comprise the card ID.

Most formats require only CID A, and not CID B, C, or
D.

If the Card ID of the card format has multiple parts, CIDs
B, C, and D may be used to specify which parts are to be
concatenated to form the Card ID.

CIiDB

Lists where on the card the Card ID B islisted.

Start Bit — First bit in the card where card 1D begins.
Num Bits — Number of bitsto the right of the start bit,
including the start bit, that comprise the card ID.

Most formats require only CID A, and not CID B, C, or
D.

CIbC

Listswhere on the card the Card ID Cislisted.

Start Bit — First bit in the card where card 1D begins.
Num Bits — Number of bitsto the right of the start bit,
including the start bit, that comprise the card ID.

Most formats reguire only CID A, and not CID B, C, or
D.

CIDD

Listswhere on the card the Card ID D islisted.

Start Bit — First bit in the card where card 1D begins.
Num Bits — Number of bitsto the right of the start bit,
including the start bit, that comprise the card ID.

Most formats reguire only CID A, and not CID B, C, or
D.
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Table 2-7: Configuration > Doors: > 1 > Reader A > Card Format Fields

Setting

Description

Site Code A

Listswhere on the card the Site Code A is listed. Consult
the card manufacturer for detail on the card detail.

Start Bit — First bit in the card where the card's Site Code
begins.

Num Bits — Number of bitsto the right of the start bit,
including the start bit, that comprise the Site Code.

Most card formats require only Site Code A.

Site Code B

Listswhere on the card the Site Code B is listed. Consult
the card manufacturer for detail on the card detail.

Start Bit — First bit in the card where the card's Site Code
begins.

Num Bits — Number of bitsto the right of the start bit,
including the start bit, that comprise the Site Code.

Most card formats require only Site Code A.

Site Code C

Lists where on the card the Site Code C is listed. Consult
the card manufacturer for detail on the card detail.

Start Bit — First bit in the card where the card's Site Code
begins.

Num Bits — Number of bitsto the right of the start bit,
including the start bit, that comprise the Site Code.

Most card formats require only Site Code A.

Site Code D

Lists where on the card the Site Code D islisted. Consult
the card manufacturer for detail on the card detail.

Start Bit — First bit in the card where the card’s Site Code
begins.

Num Bits — Number of bitsto the right of the start bit,
including the start bit, that comprise the Site Code.

Most card formats require only Site Code A.

8. If you want to change an existing card format's data layout, double-click the
format’s name on the list of existing formats to display the Card Format Data
Layout screen. Use the descriptions in the table above to edit the layout's
fields. Then, click Update (to save in the format’s current name) or Save as (t0
save with a different format hame) to save the edited format. To return to the
default settingsfor the card format, click Reset. To delete the card format, click

Delete.
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2.4.2 Reader B Tab

When Reader B is activated, Reader A and Reader B may be multiplexed to the same
reader port. Multiplexed readers must support hold lines and be wired according to
guidelinesin the Installation Guide. The multiplexed reader configuration supports
readers on opposite sides of the same door, and the readers must be assigned the same
Egressand Status Inputs (if configured). Multiplexed readers may al so be assigned the
same door lock.

On the Reader A tab, click the Reader B tab to display the Reader B tab.

Figure2-12: Configuration > Doors. > 1> Reader B Tab

Door 1 Configuration - Panel 1
| Inputs ” Outputs ” ReaderAl EeaderB

This reader is currently deactivated

. Activate Beader B

Click Activate Reader B to display the following “ activation in-progress’ screen:

Figure 2-13: Reader B Activation In-Progress Message

Door 1 Configuration - Panel 1

| Inputs ” outputs ” Reader A || Reader—BI

This reader is currentiv deactivated

Activating Reader B on Door 1

One moment please...
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When Reader B isfully activated, the system displays the following screen:

Figure 2-14: Reader B Fully Activated

Door 1 Configuration - Panel 1

| Inputs ” Dutputs ” Reader & |I ReaderB I

= :
General Deactivate this reader

Disabled |-

Card Formats

Lockdown | =

IS | cardand Pin |-

Time Zones Card or Pin |

K0 [ i T RS K

Pin Only | -

Card Only IDefauIt Time Zone de?)j ™ supervisor I Escont

© Hard © Soft
TN T oouT

Duress Output ‘ Outputl- ‘l (Disahled via Systern Configuration)
Submit Changes |

Anti-Passback (i mi="FYIEN (Disabled via Systern Confguration)

Note: The Supervisor and Escort mode settings checked for Reader A aso apply to

Reader B. However, these settings can be edited only on the Reader A tab—they
cannot be edited on the Reader B tab.

@

Click Deactivate this reader to deactivate Reader B.
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2.4.3 Outputs Tab

An output, or output relay, acts like a switch on the panel that either energizes or
de-energizes or pulses an output device, such as adoor lock or an LED. For example,
asuccessful card read at areader (input device) causes the output relay switch on the
panel board to change the normal state of adoor lock (output device), so that the
normally locked door strike releases and permits entry. This tab configures the lock
output relays and reader LED.

The Outputs tab enables you to:
» Configure the following for each of the door’s output locks and reader LEDs:
— Name
— Pulsetime
— Time zones
— Latching
— Interlock
— Time zone card toggle

— Firstcard rule
Click Configuration > Doors: > 1 > Outputs tab to display the Outputs tab. The Lock >
Discrete tab appears, enabling you to configure an individual lock output. Select the

output number in the drop-down list at the top of the screen. Note that lock and reader
LED outputs are associated with each of the doors on a NetAXS-123 panel.

Figure2-15: Configuration > Doors. > 1 > Outputs > Lock Dialog Box

Door Configuration - Panel 1
Outputs || Reader A || Readerd |

Lock

ReaderLB\

ODiscrete ® Group IS

| \_|Hr I Min |1EI.D |Sec

Energized:!- V|

Time Zones

Disable Interluck:|— v|

[ Enable
m|lj Disabled
[ Enable
[ Enanle
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The Reader LED dialog box enables you to configure the Reader LED outpuit:

Figure2-16: Configuration > Doors. > 1 > Outputs Tab > Reader LED Dialog Box

Door Configuration - Panel 1

Outputs || Reader A || ReaderB |

m |Output#2 |
 puse time [RTRCRL

Energized:|- v.|

Lock
Reader LED

Time Zones

Disablelnterluck:|— v|

Latching  ([ERET

[ pisabled
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Steps: Use the descriptionsin Table 2-8 to configure each individual lock or Reader

LED:

Table 2-8: Configuration > Doors: > 1 > Outputs Tab > Reader LED Dialog Box

Fields

Setting

Description

Name

Enter a unique name to identify the device.

Pulse Time

Specifies the duration for which the device will assume abnormal
status. For example, it specifies how long ahorn will sound or adoor
strike will remain released. The maximum number of hoursis 1.
When the hour field is blank, the maximum number of minutesis 509.
When 1 isentered in the hour field, the maximum number of minutes
is 45 and the maximum number of secondsis 59.9. The sum of all
three units comprises the pulse time. Note that you can express
seconds in tenths of a second.

Time Zones

Specifies two schedules:

» Energized — sets the period during which the output is
automatically energized.

» Disable Interlock — sets the period during which the interlock, a
programmed interaction between selected inputs and outputs,
will be disabled. During the selected Time Zone this point
ignores al interlock actionsto it, effectively disabling it from
being a Reacting Component during the Time Zone. Outside of
the Time Zone the point will react to interlocks as expected.

Latching

Toggles the state of the outputs between energized and de-energized
status upon every activation (code use, interlock, or manual pulse).

Interlock

Enables you to disable the interlock, or programmed interaction
between two points. When enabled, this point ignores all interlock
actionsto it, effectively disabling it from being a Reacting
Component.

TZ Card Toggle

Requires, like the First Card Rule, avalid card read within the time
zone to enable the time zone (period in which doors are unlocked) to
take effect. Unlike the First Card Rule, however, the user can swipe
the card a second time to return the doors to alocked state. Note that
both TZ Card Toggle and First Card Rule cannot be enabled at the
same time. Appears only when the Lock option is selected.

First Card Rule

Requires avalid card read within the time zone to enable the time
zone (period in which doors are unlocked) to take effect. Note that
both TZ Card Toggle and First Card Rule cannot be enabled at the
same time. Appears only when the Lock option is selected.
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2.4.4 Inputs Tab
Four inputs are associated with each of the doors on a NetAXS-123 panel:

Status — Provides door status information.

Egress — Allows the door to open or close normally without generating an
alarm.

Tamper A — Reports abnormal handling of the reader device or wiring for
Reader A.

Tamper B — Reports abnormal handling of the reader device or wiring for
Reader B.

The Inputs tab enables you to:

Define the Status, Egress, and Tamper input modes.

Specify the Status, Egress, and Tamper shunt time, or the period of time the
door’s normal state will be ignored.

Specify the Status, Egress, and Tamper debounce time, or the period of time
the input must remain in its new state before it is recognized as being in the
new state.

Specify the time zones for the Status, Egress, and Tamper inputs.

Enable or disable Auto-Relock for the Status inputs.

Click Inputs to display the Inputs tab:

Figure 2-17: Configuration > Doors: > 1> Inputs Tab > Satus

| Inputs || Outputs || Reader A || Reader B |

Status
Status Input
Egress
Reader A Tarmper -“: Hl- Ilnput 2: Door 1 Status

Reader B Tamper

Door 1 Configuration - Panel 1

& Mormally Closed
 Marmally Open

& Unsupervised

 Supervised

BN - F

osmunc i | SR

| Shunt: |

Time Zones | Disable Interlock: |

KN | EN({KY

|Disab|e Alarm M=gs: |

|F Disable Output |1 7]
Subirit Changes
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There are four possible Mode configurations. Figure 2-17 shows the Normally
Closed/Unsupervised Mode. The following screens show the remaining modes:

Figure 2-18:

Figure 2-19:

Figure 2-20:

Input Satus Mode - Normally Open - Unsupervised Mode

" Mormally Closed
& Mormally Open

¥ Unsupervised

i Superised

_{

Input Satus Mode - Normally Closed - Supervised Mode

& Mormally Closed
" Mormally Open

R1 & R2values:

(ST ised
nNsEupense m

¥ Supervised

Rl J |
R2

Input Satus Mode - Normally Open - Supervised Mode

" Mormally Closed
& Mormally Open

R1 & R2values:

(ST ised
nNsEupense m

¥ Supervised
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Steps: Use the descriptionsin Table 2-9 to configure the Status, Egress, and Tamper

inputs, then click Submit Changes:

Table 2-9: Configuration > Doors: > 1 > Inputs Tab Fields

Setting

Description

Name

Enter a unique name to identify the device.

Mode

Normally Closed — Specifies that the input's normal stateis
closed (default).

Normally Open — Specifies that the input’s normal state is open.
Unsupervised — Specifies that the input’s electrical circuit is
wired in one path without alternative paths supervised by
resistors (default).

Supervised — Specifiesthat theinput’s electrical circuit iswired
with alternative paths supervised by resistors.

R1 & R2 Values — Specifiesthe resistor values being used in the
supervised modes. The drop-down menu lists the following
values: 1K ohms, 2.2K ohms, 4.7K ohms, or 10K ohms. The
defaultis 2.2K.

Shunt Time

Specifies the amount of time for which the inputs will be
shunted, or de-activated. The maximum number of hoursis 1.
When the hour field is blank, the maximum number of minutes
is59. When 1 is entered in the hour field, the maximum number
of minutesis 45 and the maximum number of secondsis59. The
sum of all three units comprises the shunt time. Note that you
can express seconds in tenths of a second.

Debounce Time

Specifiesthe period of time the input must remain in anew state
before generating an alarm. For example, with a 5-second
debounce time selected, if aNormal stateis changed to Alarm,
the state must remain in Alarm for five consecutive seconds
before an alarm is generated.

Time Zones

Shunt — Specifies the time period during which the input will be
ignored.

Disable Interlock — Specifies the time period during which the
programmed action on this input from another point will be
disabled.

Disable Alarm Msgs — Specifies the time period during which
Alarm and Normal will not be reported, but Short and Cut will
be reported.
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Table 2-9: Configuration > Doors: > 1> Inputs Tab Fields (continued)

Setting Description

Auto-Relock Causes the door to re-lock immediately when the door status
switch closes after entry. The output relay that controls the door
strike de-energizes when the associated input returns to normal
state instead of remaining energized for the duration of the pulse
time. To enable Auto-Relock, de-select the Disable check box,
and select the associated output from the drop-down list.

2.5 Configuring Access Levels

@

Every card is assigned an access level. The access level specifies the time zone, or
time schedule, during which the card holder can be granted access at a specific door.
For example, an access level embedded in an employee’s card might allow the
employeeto enter the facility only through door 2 from 6:00 AM to 6:00 PM, Monday
through Friday.

The Access Levels screen enables you to:

* Select Reader A and/or Reader B for each door. Note that if areader is
disabled, that reader’s check box will also be disabled.

» Create an access level.

e Modify an access level.

e Delete an accesslevel.

e SetaTime Zone for each door.

* View other panels with readersin this access level.

This section explains how to create the access level s that subsequently can be assigned
to cards.

Note: Since an access level isdefined by door and time zone configurations, you must
configure the door (see Configuring the Doors, page 36) and the time zone (see
Configuring Time Management, page 29) before configuring an access level.
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Click Access Levels > Add/Modify/Delete to display the Access Level Configuration
screen:

Figure 2-21: Access Levels> Add/Modify/Delete

Access Level Configuration

Readers from other panels may be added to an existing Access Level by selecting the desired panel, choosing
itz reader(z) and clicking "odify'

V' Reader A V¥ ReaderB V' Reader 4 [T ReaderB
| Default Time Zore (24x7) x| | Default Time Zone (24x7) | | Default Time Zone (24x7) = |
V' Reader A [T ReaderB

| Default Time Zone (24x7) = |

Full Access on Panel 1 I No Access on Panel 1 I

|1 'l |fu|| access

MNews Level | filmdify | Delete |

Inthisfigure, Door 1 has Reader A and Reader B enabled. Reader 2 and Reader 3 only
have Reader A enabled and Reader B is grayed out. Readers that are grayed out
indicate to the user that they are deactivated.

To create an access level:

1. Select thedoor(s). The accesslevel allows access only at the door(s) you select
here.

2. Enter the name of the access level in the Name field. This should be a unique
name that identifies the general user group.

3. Select the time zone you want from the drop-down list in the Time zone field.
The access level allows access to the card holder only during this time zone.

4. Click New Level.
To assign a Time Zone to a door:
1. Select the check box for the reader you desire. The Time Zone field appears.

2. From the Time Zone drop-down list, select the Time Zone you want to assign
to the door. Note that a Time Zone must be configured in Configuration > Time
Management before it appears in the drop-down list.
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To modify an access level:

1. From the drop-down list in the Level field, select the number of the access
level you want to modify.

2. Make the desired modifications.
3. Click Modify.
To delete an access level:

1. Select the number of the access level you want to delete from the drop-down
list in the Level field.

2. Click Delete.

3. Click oK at the prompt to delete the access level.

Caution: When you create an access level for apanel in aloop configuration, you must
manually configure this access level at each panel in the loop. For example, suppose
you have three panelsin aloop, and you add a Master Accesslevel to panel 1 and you
configure readers 1-3 on panel 1 with this access level. When you save the access
level configuration at panel 1, the access level isautomatically copied to panels 2 and
3. However, the readers at panels 2 and 3 are not yet configured. So you still must go
to panels 2 and 3 to assign the readers to the access level at these panels. To do this,
click on the desired panel, and configure that panel’s access level according to the
instructions in this section.

2.6 Maintaining Cards

A card is encoded with a unique number and the card holder’s access level grants
rights to access system resources. For example, in addition to its unique number, a
card would allow the card holder to be granted access to certain doors during a certain
time of day.

2.6.1 Adding New Cards

The Add New Card(s) screen enables you to:
» Create cards encoded with the following information:
— Card Number(s)
— Card Holder Name (first and last names)
— Card Type
— Personal Identification Number (PIN)
— Trace
— Expiration Date
— UseLimit
— Notel
— Note2
— Accesslevels
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Click cards > Add to display the Add New Card(s) screen:

Figure2-22: Cards> Add

Card Numberis)

Card Holder Name

Card Type

Fxpiration Nate

Usa Limit

gingle Add: |

Bulk Add:

Add New Card(s)

| Selected

< hong >

Last: |

First: |

) Superisor -
-
[] Enable E

[ Limit number of uaes to l:l

® Employee COWIP Temp

| Lewel2

* Thic haading canfigurabla wia Eyslam Canfiguration - Genaral

Geled All Semlmct Mone

[ Add Cardis] | [ Cancel |

Steps: Usethe field descriptions in Table 2-10 to complete the card fields and click

Add Card(s):

Table 2-10: Cards> Add Cards Fields

Field

Description

Card Number(s)

Specifies the unique number by which the card holder will be
identified. A card number is required.

Card Holder Name

Identifies the card holder. A card holder first and last nameis
required. Each name can have up to 15 characters for the first name
and 20 characters for the last name.

Card Type

Specifies whether the card holder is a Supervisor, Employee, or a
VIP. A temporary (Temp) flag can be set for each type of card holder.
When the Temp flag is enabled, the expiration date becomes an
activefield. Note that the Temp box is active when the panel is
configured for visitor cardsin Configuration > System > Genera
(see General Tab, page 21). A card typeisrequired.
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Table 2-10: Cards> Add Cards Fields

Field

Description

PIN

Specifies the Personal Identification Number (PIN) for the card
holder. A PIN isoptional; however, if the door reader is configured to
require PIN identification (see Reader A Tab, page 36), then you
must create a PIN for the card holder here. The PIN has a maximum
of six digits.

Trace

Sends an alarm message to the alarm monitor whenever a card with
trace enabled is presented at areader. This feature provides atrace of
the card holder’s path through the facility.

Expiration Date

Specifies the date that a temporary card is de-activated.

Use Limit

Specifies the number of times a card can be used before it expires.
Specify the number-of-uses limit as the number of times access may
be granted.

Note 1

Provides a user-defined field. See Configuring the System, page 18
for information about how thisfield is defined for the Add New Card
template.

Note 2

Provides a user-defined field. See Configuring the System, page 18
for information about how thisfield is defined for the Add New Card
template.

Access Level(s)

Specifies the time zone or time schedul e during which the card
holder can be granted access at a specific reader.

A card may support more than one access level. Should two or more
access levels have overlapping times on a card, the card will reflect a
combination of the selected access levels. For example, Card 12345
isgiven Access Levels 1 and 2. Access Level 1isMonday to Friday
9am-5pm and Access Level 2 isMonday to Saturday 3pm-11pm.
When these times are combined, card 12345 provides access Monday
to Friday 9am-11pm and Saturday 3pm-11pm.

2.6.2 Displaying and Modifying Cards
Use this function to display specified cards and modify them.

The Display or Modify Card(s) screen enables you to:
» Display cards by searching on any of the following keys:
— Card number
— Card Holder’slast name
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* Modify the displayed card(s)
Click cards > Display/Modify to display the search screen with which you can find and
display specified cards.

Figure 2-23: Cards > Display/Modify

Display or Modify Card(s)

Display/Modify Card(s)

To display or modify a card:

1. Enter avaluefor either of the search keys (card number or card holder last
name).

2. Click Display/Modify Card(s). The cards specified in step 1 appear.
3. Usethefield descriptionsin Table 2-10 on page 57 to complete the card fields
and click Submit Modification(s).

Note: If no card is specified, the screen displays alist of al cardsin the system.

@
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2.6.3 Deleting Cards
The Delete Card(s) screen enables you to:
» Delete cards retrieved by any of the following keys:
— Card number
— Range of card numbers
— Card holder’s last name

Click cards > Delete to display the Delete Cards screen:

Figure2-24: Cards> Delete

Delete Card(s)

Card Number [PREG|
wom

Range of Card Numbers:

o I
Delete Card(s)

To delete a card:

1. Enter avaluefor any of the search keys (card number, card number range, or
card holder name).

2. Click Delete card(s) to delete all cards matching the search keys you entered.
3. Click ok at the prompt to delete the card.
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2.6.4 Displaying Reports

Use this function to display areport of all cards and card data. You can display the
cards either by the card holder’s last name or by the card number.

Click Reporting > Card Reports to display the Card Reports screen.

The Card Reports screen enables you to:
* View card records by the card holder’s last name.
* View card records by the cards' number.

Figure 2-25: Reporting > Card Reports

Card Reports

| By Number || By Last Mame |

CardNumber | last | Fst | PN | Accesslevels |
12345 Wiyrman Millie full access

To display a report:

1. Click the By Name tab to display the card records by the card holders' last
names.

2. Click the By Number tab to display the card records by the cards’ numbers.
Note: The display in Figure 2-25 shows only the leftmost side of the display.

5 ) . .
@ This screen isvery wide, so use the scroll bar across the bottom to access the
remaining columns on the right.
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3. Usethe descriptionsin Table 2-11 to read the card records (see Adding New
Cards, page 56 for more information about card data):

Table 2-11: Reporting > Card Reports Fields

Field

Description

Card Number

Shows the card number.

Last

Shows the card holder’s last name.

First

Shows the card holder’s first name.

PIN

Shows the Personal Identification Number (PIN) for the
card holder. The PIN has a maximum of six digits.

Access Levels

Showsthe accesslevel (s) configured for the card holder. An
access level specifies the time zone, or time schedule, dur-
ing which the card holder can be granted access at a specific
door. See Configuring Access Levels, page 54 for more
information about access levels. To determine an access
level’s defined hours, click Configuration > Access Lev-
els to display the Access Level Configuration screen.

Type

Shows the card type. The card type specifies whether the
card holder is configured as a supervisor (Supervisor),
employee (Employee), aVIP (VIP), or acombination of
these types.

Temp

Indicates (with a check mark) that the card is atemporary
card.

Activation Date

Shows the date the card was activated.

Expiration Date Shows the date the card expires.

Use Limit Indicates the number of times the card will be granted
access.

APB State Indicates whether the card is IN the anti-passback area or
OUT of the anti-passback area.

Notel: Displaysinformational text that may have been entered in
the Note 1 field.

Note2: Displaysinformational text that may have been entered in

the Note 2 field.
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2.7 Configuring Other 1/O

This section explains how to configure “other” inputs and outputs on the NetAXS-123
panel. They are called “other” inputs and outputs because you can use them for things
other than door lock/unlock functions. This section explains how to configure these
other inputs and outputs.

2.7.1 Inputs Tab

@

Thistab enables you to configure other input devices on inputs 5 and 6 or other inputs
that have been disassociated from their doors.

When using power supplieswith power fail output, the power fail output can be wired
to input 6. When the power supply loses power and switches to battery, input 6 is
activated and a Power Fail alarm is generated. If input 6 is not activated in this
capacity, you can use it for other configurations.

Note: You can also configure the Power Fail inputs for general use, if you choose not
to wire them for power detection.
The Input tab enables you to:
« Configure

— Mode

— Shunt Time

— Debounce Time

— Time Zones

— Auto-Relock
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Click configuration > Other I/0O > Inputs tab to display the Inputs screen:

Figure 2-26: Configuration > Other 1/O > Inputs Tab

Other I/O Configuration - Panel 1

| Inputs || Outputs |

other input BE|
T [iput 5. GENERAL PURPOSE

|5' Mormally Closed " Mormally Open
n‘ & Unsupervised

" Bupervised
| ID Hr ID Min ID.D Sec
 orce me R

| Shunt: |-

Time Zones | Disable Interlock:|-

K| KN (KN

|Disab|e Alarm Msgs:l-

Auto-Relock |I7 Disahle Outputl- 'I

Subrmit Changes |

Steps: Use the descriptionsin Table 2-12 to configure other panel inputs and
downstream inputs.
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Table 2-12: Configuration > Other 1/0 > Inputs Tab Fields

Setting

Description

Name

Enter a unique name to identify the device.

Mode

Normally Closed — Specifies that the input’s normal stateis
closed (default).

Normally Open — Specifies that the input’s normal state is open.
Unsupervised — Specifiesthat the input’s electrical circuitis
wired in one path without alternative paths supervised by
resistors (default).

Supervised — Specifiesthat theinput’s electrical circuit iswired
with aternative paths supervised by resistors.

Shunt Time

Specifies the amount of time for which the inputs will be
shunted, or de-activated. The maximum number of hoursis 1.
When the hour field is blank, the maximum number of minutes
is59. When 1 is entered in the hour field, the maximum number
of minutesis 45 and the maximum number of secondsis59. The
sum of all three units comprises the shunt time. Note that you
can express seconds in tenths of a second.

Debounce Time

Specifies the period of time the input must remain in anew state
before generating an alarm. For example, with a 5-second
debounce time selected, if a Normal state is changed to Alarm,
the state must remain in Alarm for five consecutive seconds
before an alarm is generated.

Time Zones

Shunt — Specifies the time period during which the input will be
shunted.

Disable Interlock — Specifies the time period during which the
programmed action on this input from another point will be
disabled. During the selected Time Zone, this point ignores al
interlock actionsto it, effectively disabling it from being a
Reacting Component during the Time Zone. Outside of the Time
Zone the point will react to interlocks as expected.

Disable Alarm Msgs — Specifies the time period during which
the input will generate no alarms.

Auto-Relock

Causes the door to re-lock immediately when the door status
switch closes after entry. The output relay that controls the door
strike de-energizes when the associated input returns to normal
state instead of remaining energized for the duration of the pulse
time. To enable Auto-Relock, de-select the Disable check box,
and select the associated output from the drop-down list.

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B

65



Configuring via the Web Server
Configuring Other I/O

2.7.2 Outputs Tab
The Outputs tab enables you to:
« Configure the following for each of the auxiliary outputs:

— Name

— Pulse Time

— Time Zones

— Latching

— Interlock

Click configuration > Other I/O > Outputs tab to display the Auxiliary Output screen for
the on-board outputs:

Figure 2-27: Configuration > Other 1/0 > Outputs Tab

Other /O Configuration - Panel 1
OQutputs

Auxiliary output ElEI|

e O

‘ Energized: | j

Disable Interlock: | =

Latching ‘l‘ Enable

Time Zones

Submit Changes |

Steps: Use the descriptionsin Table 2-13 to configure each output device.
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Table 2-13: Configuration > Other 1/0O > Outputs Tab Fields

Setting

Description

Name

Enter a unique name to identify the device.

Pulse Time

Specifies the duration for which the device will assume
abnormal status. For example, it specifies how long a horn will
sound or adoor strike will remain released. The maximum
number of hoursis 1. When the hour field is blank, the
maximum number of minutesis 59. When 1 is entered in the
hour field, the maximum number of minutesis 45. The sum of
al three units comprises the pulse time. Note that you can
express seconds in tenths of a second.

Time Zones

Specifies two schedules:

 Energized — sets the period during which the output is
automatically energized.

 DisableInterlock — sets the period during which the
interlock, a programmed interaction between selected
inputs and outputs, will be disabled. During the selected
Time Zone this point ignores all interlock actions to it,
effectively disabling it from being a Reacting Component
during the Time Zone. Outside of the Time Zone the point
will react to interlocks as expected.

Latching

Toggles the state of the outputs between energized and
de-energized status upon every activation (code use, interlock,
or manua pulse).

Interlock

Enables you to disable the interlock, or programmed interaction
between two points.
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2.8 Configuring Interlocks

Aninterlock is aprogrammed connection between two points. Theinterlock causes an
input point, output point, or group of output points to act in a specified manner when
another input point, output point, or group of output points changesits state. An action
on the trigger point causes a reaction on the reacting component. For example, when a
motion detector (input) detects movement, it causes a horn (output) to sound.
The Interlocks screen enables you to:

» Create and delete interlocks.

« Enable or disable existing interlocks.
Click configuration > Interlocks to display the Interlocks Configuration screen:

Figure 2-28: Configuration > Interlocks

Interlocks Configuration - Panel 1
Interlocks are defined by their trigger pointz. Adding an interlack with a trigger paint used by an existing interlock
will overwrite the existing interlock.
—_ Reacting Component | Alarm Action_| Normal Action | |
Door#1 Egress Input 1 Output 1 _Pisable Pulse On Mo action

q Door #2 Egress Input 9 Output7 Disable Pulse On Mo action

13 Door#3 Egress Input 13 Output 11 _Dizable | Pulse On Mo action

97 Door #1 Shunt Output1 Inputz _Disable | Follow Follow
103 Dioor #2 Shunt Output 7 Input 10 _Disable Follow Followr
107 Door #3 Shunt Output 11 Input 14  Disable Follow Follow

Name: I

Reacting Component Reacting Component's Action

@ Input Point I__, [ @] Input Paint I__, Upan Trigger Alarm: Upaon Trigger Mormal

" Qutput Paint  Qutput Paint | v[ | v[

[ew Intetlock | Add Interlock |
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To create an interlock:

1. Click New Interlock to display the screen.

2. Usethe descriptionsin Table 2-14 to configure the interlock:

Table 2-14: Configuration > Interlocks Fields

Interlock e ement

Description

Trigger

Specifies the input, output, or output group for which a
change of state will cause a reaction from another input,
output, or group.

If Trigger = Inputs, then triggers 1-20 will have an
interlock link (Int Lnk) number from 1-20.

If Trigger = Outputs, then outputs 1-14 will have an
interlock link (Int Lnk) number from 97-110.

Use the drop-down list to specify the number of the input
or output.

Reacting Component

Specifies the input, output, or output group that will react
to achange of state from the trigger point. Use the
drop-down list to specify the number of the input or
output.

Reacting
Component’s Action

Upon Trigger Alarm — Specifies the reacting
component’s action when the trigger’s change of state
occurs. Select the action from the Upon Trigger Alarm
drop-down list.

Upon Trigger Normal — Specifies the reacting
component’s action when the trigger’s change of state
occurs. Select the action from the Upon Trigger Normal
drop-down list.

Following are the available actionsin the drop-down lists:
When Reacting Component = Input,

then actions are No Action, Shunt, Unshunt, Timed
Shunt, Follow, and Invert Follow.

When Reacting Component = Outpuit,

then actions are No Action, Energize, De-Energize, Pulse
On, Pulse Off, Follow, and Invert Follow.

Interlocking is an advanced functionality. Contact
Technical Support for information on how to useiit.

3. Click Add Interlock to create the interlock.

To delete an interlock:

1. IntheInt Lk column, click the number of the interlock you want to delete.

2. Click Delete Interlock to display the Delete Interlock screen, and click oK to

complete the deletion.
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To enable/disable an interlock:
1. Toenable aninterlock, click Enable.
2. Todisable aninterlock, click Disable.
Note: You may not modify an interlock, but you can overwrite an existing interlock by

adding a new interlock. However, the new interlock must have the same trigger input
as the existing interlock, otherwise the existing interlock will not be overwritten.

W

\

2.9 Configuring Users
A user is one who will be using the NetAXS-123 software interface in one or more
functiona roles.
The User Configuration screen enables you to:
¢ Createauser.
¢ Modify auser.
* Deleteauser.
« Enable or disable a user account.
¢ View the user’s current login status, either logged in or logged out.

Table 2-15 lists the functions that each user type can perform.

Table 2-15: User Functions

Function Operator | Service | Administrator

X

View darms/events X X

Acknowledge alarms

View panel 1/0 status

Control 1/0 points

Generate reports

X | X | X | X | X

View card database

Create, modify, delete cards

X | X | X | X | X| X]| X

View all configurations

Create, modify, delete configurations

Perform uploads/downloads

Manage own user account X X

X | X | X | X| X| X| X| X| X]| X| X

Manage all user accounts
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Click Users & Accounts > Add/Modify/Delete to display the User Configuration screen:

Figure 2-29: Users & Accounts > Add/Modify/Delete

User Configuration - Panel 1

T onae | Ao | Cowe | Sae | s |
admin Administrator EnglishCiefault Enablad Loggad In
Hame: | Password: |

Accoum tyne: O Administrator (O Service () Operatar

Account S1atuss O Enanled < Dlsebled

Lanpuage Preference: | EnplishDefault ~

To create a user.
1. Enter the user’'s name in the Name field (range 5-25 characters).

2. Enter aunique password in the Password field (range 5-25 characters). Note
that a duplicate password will not be accepted.

3. Select the typein the Account Type field.
4. Select the Account Status:

— Enabled — Activates the user account (the user can log in).
— Disabled — De-activates the user account (the user cannot log in).

5. Select the user’s Language Preference from the drop-down list.
6. Click Add User.

To modify a user:

1. Inthe user Name field, click the name of the user you want to modify.
2. Change the name, password, account type, or account status.

3. Click Modify.
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To delete a user:
1. Inthe User Name column, click the user account you want to delete.
2. Click Delete.
3. Click oK at the prompt to delete the user account.
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3.1 Overview

The NetAXS-123 isamodular 1-, 2-, or 3-Door System. It may be configured and
managed from WIN-PAK Host Software. However, WIN-PAK does not currently
provide native support for the NetAXS-123 controller, so a controller type of
N-1000-1V-X is the recommended panel type for WIN-PAK. The following sections
describe the factory default settings for NetAXS-123, and the recommended
configuration stepsin WIN-PAK.

3.2 Configuration Guidelines

3.2.1 NetAXS-123 Panel Default Settings

@

The following table lists the factory controller board 1/0 default settings for Door #1.
These are the mappings for Readers, inputs and outputs on the controller board.
Reader A and Reader B share many common connections as noted in Table 3-1.

Table 3-1: Controller Board 1/O Defaults for Door #1

Purpose Type Reader A Reader B2 Other
Egress Input Input 1 Input 1

Door Status Input Input 2 Input 2

Reader Tamper Input Input 3 Input 4

Generad Input Input 5
Power/General Input Input 6
Panel Tamper Input Input 20
Lock Relay Output Output 1 Output 1

Reader LED Output Output 2 Output 2

Aux Relay Output Output 3
Reader Buzzer Output Output 4 Output 4

a Reader B isnot availablein WIN-PAK.

Notes:

The Controller Board includes Inputs 7 and 8 but they are reserved for system use.

The Controller Board also includes Output 5 and Output 6, which are reserved by the
system to control the boards' RUN LEDs and thus are unavailable for user control.

Reader LED, whileit is an output, should never be used to control anything other than
its associated reader’'s LED.
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Table 3-2 lists the factory 1/0 board default settings for Door #2. These mappings
should be used for the readers, inputs, and outputs when either a 1- or 2-door 1/0
board is attached to the board-to-board connector on the controller board.

Table 3-2: Factory Default Configuration Settings for Door 2

Type Purpose Logical Number Other
Reader A Reader B2

Egress 9 9

Input Status 10 10
Reader Tamper 11 12
Lock Relay 7 7
Reader LED 8 8

Output

Aux Relay gb
Reader Buzzer 10P 10°

a. Reader B isnot available in WIN-PAK.
b. This output may not be controlled from WIN-PAK. However, you may config-
ure custom commands to control it.
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Table 3-3 lists the factory 1/0 board default settings for Door #3. These mappings
should be used for the readers, inputs, and outputs when a 2-door 1/0 board is attached
to the board-to-board connector on the controller board.

Table 3-3: Factory Default Configuration Settings for Door 3

Type Purpose Logical Number Other
Reader A Reader B2

Egress 13 13

Input Status 14 14
Reader Tamper 15 16
Lock Relay 11 11
Reader LED 12 12

Output

Aux Relay 13
Reader Buzzer 14 14

a. Reader B isnot available in WIN-PAK.

Note: Reader LEDs, while they are outputs, should never be used to control anything
other than their associated reader LEDs.
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3.3 Supported Configurations

Table 3-4 lists the web server configurations supported by the NetAXS-123.

Table 3-4: NetAXS-123/NSA Interoperability Using a WWeb Server

Gateway Downstream Web Notes
Server
Support
NetAXS-123 N$4-R3 (4-Door) | Y
NetAXS-123 N$4-R3 (2-Door) | N NS4-R3 (2 Door) Panel may not be
configured as downstream panel in
any circumstance.
NetAXS-123 NetAXS-123 Y
NSA-R3 (2- or 4- | NetAXS-123 N The NS4-R3 may be used as a PCI by
Door) WIN-PAK, but the Web Server will
not support configuration of
NetAXS-123™ Panels. The
NetAXS-123™ will reject any
Binary Commands requested from an
NA-R3.
NetAXS-123 Mixed loop of Y
NetAXS-123 &
N$4-R3
PCI2/PCI3 Mixed loop of N
NetAXS-123 &
NSA-R3 &
N-1000 & NS2
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Table 3-5 lists the WIN-PAK configurations supported by the NetAX S-123.

Table 3-5: NetAXS-123/NSA Interoperability using WIN-PAK

Gateway Downstream WIN-PAK | Notes
Support
NetAXS-123 N$4-R3 (4-Door) | Y
NetAXS-123 NS4-R3 (2-Door) | N NS4-R3 (2 Door) Panel may not be
configured as downstream panel in
any circumstance.
NetAXS-123 NetAXS-123 Y
NS4-R3 (2- or 4- | NetAXS-123 Y The N$4-R3 may be used asa PCI
Door) by WIN-PAK, but the Web Server
will not support configuration of
NetAXS-123™ Panels. The
NetAXS-123™ will reject any
Binary Commands requested from
an NS4-R3.
NetAXS-123 Mixed loop of Y
NetAXS-123 &
NS$4-R3
PCI2/PCI3 Mixed loop of Y
NetAXS-123 &
NS4-R3 &
N-1000 & NS2

Additional notes with respect to WIN-PAK compatibility:

e WIN-PAK will not be aware of NetAXS-123 specific controller type at
NetAXS-123 release.

e WIN-PAK configuration of NetAXS-123 3-door system will be supported as
an N-1000-4/PW-2000-4X, but reader 4 will be inoperative.

¢ WIN-PAK configuration of NetAXS-123 2-door will be supported as an
N-1000-4/PW-2000-4X, but readers 3 and 4 will be inoperative.

*  WIN-PAK configuration of NetAXS-123 1-door controller will be supported
as an N-1000-4/PW-2000-4X, but readers 2, 3, 4 will be inoperative.

*  WIN-PAK factory defaults will not work with the NetAXS-123. 1/O and
interlock assignments must be made for WIN-PAK to work with an

NetAXS-123, as described in earlier sections.
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*  WIN-PAK configuration does not support two readers per door. Reader B is
unusable. The NetAX S-123 controller and /O board allow two readers
(sharing a hold line) to control a single door. However, the current version of
WIN-PAK does not support the 2 readers per door using hold lines.

¢ WIN-PAK direct Ethernet to NetAXS-123 is supported; serial Host and
Dial-Up Connections are not available on the NetAXS-123.
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3.4 Setting up WIN-PAK

3.4.1 Summary of WIN-PAK 1/O Settings for NetAXS-123

The NetAX S-123 controller and 1/0 board allow two readers (sharing ahold line) to
control asingle door. However, the current version of WIN-PAK does not provide for
this 2-door Reader control using hold lines. WIN-PAK will only support readers using
Reader A for doors 1-3. Reader B is not recognized by WIN-PAK but inputs (4, 12,
and 16) may be used as general purpose inputs.

Table 3-6: NetAXS-123 to WIN-PAK Mapping

/O Name Type Reader 1 Reader 2 Reader 3
Egress Input Input 1 Input 9 Input 13
Status Input Input 2 Input 10 Input 14
Reader Tamper Input Input 3 Input 11 Input 15
Lock Relay Output Output 1 Output 7 Output 11
Reader LED Output Output 2 Output 8 Output 12

Table 3-7: NetAXS-123 Panel Interlock Configuration

Reader 1

Type Point to Point On Action Off Action
Egress Input 1 to Output 1 Pulse No Action
Door Output 1 to Input 2 Follow No Action
Reader 2

Type Point to Point On Action Off Action
Egress Input 9 to Output 7 Pulse No Action
Door Output 7 to Input 10 Follow No Action
Reader 3

Type Point to Point On Action Off Action
Egress Input 13 to Output 11 Pulse No Action
Door Output 11 to Input 14 Follow No Action
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3.4.2 General Setup

To set up WIN-PAK to control a NetAXS-123 panel, first configure Loop and Panel
objects. See Configuring the System, page 18 for detailed procedures. Once you have
performed these steps, you may configure the NetAX S-123 Doors as described below.

3.5 WIN-PAK Screen Shots for Door 1

The following screen shotsillustrate setting up Reader, Egress Input, Status Input,
Lock Output and LED Output for Door 1.

Click the Readers tab to configure the reader setup parameters.

Figure 3-1: Reader Setup for Door 1

Panel Configuration

Basic] Card Format] Time Zones] Dptions] Inputsl Dutputsl Groups  Readers —ADY -
Reader :
1 G —— - = ]
2-Door 2 Reader A
3-Door 3 Reader & lzolate
[]4-MoADW
Delete
[~ Show
W Door [~ Free Egress Input shunts Status Input # Shunt Device
:Fieader 1 Pulse - No Action Direct Paint :
Out 1
: % Pulze Time 10 zec
Free Egress Input
In1 L

Follows - Mo Action

Statuz Input 4 Shunt Device

In2
Shunt Time 15 sec

’Tl Cancel Apply Help
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Click the Inputs tab to configure the Egress parameters.

Figure 3-2: Egress Setup for Door 1

Panel Configuration

Basic | Card Formatl Time Zones | Options  [nputs | Dutputsi G!o:.np&l Headersl —ADY
M arne : ;‘dl
1-Door1 Eg Input 01 i Edt |
2 -Door 1 Status - Input 02 |

3-Door 1 Tamper & - Input 03 lzolate
[]4-Moalyv
5 - General Input - Input 05 s Lelete

Time Zone :
iNone ;I

@ Sec O Min O Hr  Mormally Open

Shunt Time : IU ::j * Mormally Clozed
Debaunce Time : |IJ ii Sec

1
[13]
=
=1
=

[T Supervised

¥ Interocking (il I 4 e = Repart &larmes
Paint : | 1 - Door 1 Lack Contral - Dutpat 07 __:J & Never
" Troubls
Alarm Action ;| Pulse hd
I "J ™ Alvways
Mormnal Action : !No Actiot _:_I

ak. | Cancel Spply Help
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Click the Inputs tab to configure the status setup parameters.

Figure 3-3: Satus Setup for Door 1

Panel Configuration

Basic | Card Formatl Time Zores | Options  [nputs | Dutputsi Groups | Headersl Ay
A
Mame : add

1-Door 1 Egress - [nput 01 & Edit |
2 - Dioor 1 Status - Input 02 ]

3-Door 1 Tamper & - Input 03

lzolate
[]4-Maal
5 - General Input - Input 05 i Delete
iTime Zohe _! e how
N -
one I Supervised
& Sec 7 Min 7 H  Namally Open
Shunt Time I15 ::j & Momally Closed
Diebounce Time : |D :i Sec
I Interocking c &0 &G Repart &larms :
Paint : ¥ " Never
" Trouble
Alarmn Action : I _':! o A:w;ys
Marmal Action : l :j

()4 | Cancel Apply Help
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Click the Outputs tab to configure the lock setup parameters.

Figure 3-4: Lock Setup for Door 1

Panel Configuration

Basic | Card Formatl Time Zones! Dptionsl Inputs  Outputs | Groups I Headersl FADY
Narme : .L‘
™ 1-Door T Lock Contral - Dutput 07 Edit I
2-Door 1 Reader LED - Output 02
3 - Ausiliary Output - Output 03 — |zolate !
[ 4-Maaly
] 5-MNosDv LDelete !
[ B-MaaDy b

[~ Show
Tirme Zone :
iNone _v_i

& Sec  Min O Hr

Pulze Time : !'ID ﬂ

rterlockin | o0 G

Faint: | 2-Door 1 Status - lnput 02 _"_!
On Action : m
Off Action: [Nodction =]

QK l Cancel | Apply | Help |

» Note: Outputs5 and 6 are system outputs. WIN-PAK cannot control these outputs and
KZ/} you cannot customize them.
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Click the Outputs tab to configure the Reader LED setup parameters.

Figure 3-5: Reader LED Setup for Door 1

Panel Configuration

- ADV

Add
Mame : =

Edit

il

lzolate

Delete
[~ Show
Time Zone :
]None :_5
@ Sec O Min O H
Pulze Time : ﬁ—i-i
I Interlocking | il R
Paint : :-!
On &ction : I _VI
O &ctian : I Vl

(0] l Carcel Spply Help

Note: Outputs5 and 6 are system outputs. WIN-PAK cannot control these outputs and
you cannot customize them.

@
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3.6 WIN-PAK Screen Shots for Door 2

The following screen shotsillustrate setting up Reader, Egress Input, Status Input,
LED Output and Lock Output for Door 2.

Click the Readers tab to configure the reader setup parameters.

Figure 3-6: Reader Setup for Door 2

Panel Configuration

Basicl Card Format] TimeZones] Elptions] Inputsi Dutputsl Groups  Readers a0y

Reader :

- Door 1 Reader & I~ Enable PIN
- Door 2 Reader &
3-Door 3 Reader &
[]4-NoaDy

Edit

lzolate

Delete

|
e

I~ Show

W Door [~ Free Egress Input shunts Status Input 2 Shunt Device
:I-:ieader 2 Pulse - No Action Diirect Point :
Out?
- % Pulze Time 10 zec
Free Egress Input
Ing !

Follow - Mo éction
Statug Input # Shunt Device :

In10
Shunt Time 15 zec

ok | Cancel apply Help
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Click the Inputs tab to configure the egress setup parameters.

Figure 3-7: Egress Setup for Door 2

Panel Configuration

Basic | Card Formatl Timne Zonesl Options  Inputs I Uutputs’ ':!!OUIJ&I Headersl I
I amne L‘
[]8-NoaDY ] Edit |
3 - Door 2 Egress - Input 09
10 - Doar 2 Status - Input 10 =) lzolate |
11 - Doar 2 Tamper & - Input 11
112 - Mo ADW i Delete
iTime Zane _l ™ Show
M

on% h I Supervized
@ Sec O Min O Hr  Momally Open
Shunt Time : IU ii @ Maomally Clozed
Debounce Time : |E| il Sec
¥ Interlocking ] &0 O35 Repart Alarms :
Paint: | 7 - Doaor 2 Lock Contral - Dutput OF _"J & Never
T Trouble
Alarm &ction : IF'uIse _v_! P A:w;ys
Marmal &ction : !No Actioh _:_I

oK | Cancel Apply Help
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Click the Inputs tab to configure the status setup parameters.

Figure 3-8: Satus Setup for Door 2

Panel Configuration

Basic | Card Formatl Time Zones | Options  Inputs | Dutputsi G!c&:_l[lél Headersl A
Mame : fdd
[18-MoaDv ~ Edit |
9-Door 2 Egress - Input 09
10 - Door 2 Status - nput 10 = lzolate |
11 - Door 2 Tamper A - Input 11
[112-MoasDW i Lelete
iTime Zohe _! ™ Show
W -

e [T Supervised
& Sec O Min O H  Mamally Open
Shunt Time |15 ::j & Momally Cloged
Diebounce Time : |D ii Sec
I Interlocking T &0 O35 Repart &lamms :
Paint : X " Mever
 Trouble
Alarmn Action :
st Action I _":j & iy
Marmal Action : l _ﬂ

()4 | Carcel Apply Help
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Click the Outputs tab to configure the lock setup parameters.

Figure 3-9: Lock Setup for Door 2

Panel Configuration

M7 - Door 2 Lock Contral - Qutput 07 —

8- Door 2 Reader LED - Dutput 08

11 - Door 3 Lock Control - Output 11 »
Time Zone

iNone _v_i

@ Sec " Min  Hr

Pulze Tirme : !10 ii

O O

On Action : ;Follow v;
OFff &ction : iNg Action 'i

Bazic I Card Formatl Tirne Zones! Dptions! Inputs  Outputs | Groups | Headersl ~ADY

Add

Edit

Uda

lzolate

Delete

1
o
pus 23
(=}
=

o]

Cancel

Spply Help

you cannot customize them.

@

Note: Outputs5 and 6 are system outputs. WIN-PAK cannot control these outputs and
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{%

Click the Outputs tab to configure the Reader LED setup parameters.

Figure 3-10: Reader LED Setup for Door 2

Panel Configuration

7 - Door 2 Lock Contral - Output 07 —

M4 8- Door 2 Reader LED - Output 08

11 - Door 3 Lock Control - Output 11 v
Time Zone

]None -:5
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oK i Cancel Apphy Help
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=

Note: Outputs5 and 6 are system outputs. WIN-PAK cannot control these outputs and

you cannot customize them.
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3.7 WIN-PAK Screen Shots for Door 3

The following screen shotsillustrate setting up Reader, Egress Input, Status Input,
LED Output and Lock Output for Door 3.

Click the Readers tab to configure the reader setup parameters.

Figure 3-11: Reader Setup for Door 3

Panel Configuration

Basic] Card Format] TimeZDnes] Dptions] Inputsl Dutputsi Groups  Feaders A0

Reader :

1-Door 1 Reader & [~ Enable FIM
2 - Door 2 Reader &
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Click the Inputs tab to configure the egress setup parameters.

Figure 3-12: Egress Setup for Door 3

Panel Configuration
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Click the Inputs tab to configure the status setup parameters.

Figure 3-13: Satus Setup for Door 3

Panel Configuration
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Click the Outputs tab to configure the lock setup parameters.

Figure 3-14: Lock Setup for Door 3

Panel Configuration
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Note: Outputs5 and 6 are system outputs. WIN-PAK cannot control these outputs and

KZ/} you cannot customize them.
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Click the Outputs tab to configure the Reader LED setup parameters.

Figure 3-15: Reader LED Setup for Door 3

Panel Configuration
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Note: Outputs5 and 6 are system outputs. WIN-PAK cannot control these outputs and
you cannot customize them.
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3.8 Standalone Commands

Note: Standalone commands are not supported in web mode. They are only available
for use when you configure your NetAX S-123 system using WIN-PAK’s command
files. These standal one commands can a so be applied from a“terminal mode” method
of programming.

@

Caution: Use the following commands, in the order they are listed, to configure the
& NetAXS-123 panel:

1. T command: Setsthe panel’stime.
D command: Sets the panel’s date.
L command: Creates time zones for use by the cards.

C command: Adds cardsto or deletes cards from the panel.

o > w N

W command: Programs each input for either NO/NC and Supervised or
Non-Supervised operation.

6. P command: Sets interlocks between input points and/or output points.
7. H command: Sets holiday dates.

» Note: Inal examples, the underscore” ” indicates a“space” character and <CR>
@ indicates a carriage return.

3.8.1 T (Time) Command
_T=pn_hh:mm<CR>

Variables:
pn = panel number (1-31)
hh = hours (0-23) (Military time)
mm = minutes (00-59)

Example #1:
_T=1 08:30<CR>
This command would set panel 1 to atime of 8:30 AM.

Example #2:
_T=6_18:15<CR>
This command would set panel 6 to atime of 6:15 PM.
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3.8.2 D (Date) Command

@

_D=pn_mm/dd/yyyy day<CR>

Variables:
pn = panel number (1-31)
mm = month number (1-12)
dd = day number (1-31)
yyyy = year number (ex 2007, 1999, etc.)
date = day of week (1-7):
1= Monday
2 = Tuesday
3 = Wednesday
4 = Thursday
5 = Friday
6 = Saturday
7 = Sunday

Note: The day of week setting is a hold-over from an old command. The panel using
the mm/dd/yyyy information will automatically configure panel to the correct day of
the week, regardless of the setting selected in day of week. But the command il
requires avalue to be entered in its place of 1-7.

Example #1:
_D=1 01/09/2007_5<CR>

This command would set panel 1 to a date of 1/9/2007 and to Friday as the day of the
week.

Example #2:
_D=25 12/14/2009_7<CR>

This command would set panel 25 to a date of 12/14/2009 and to Sunday as the day of
the week.
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3.8.3 L (Time Zone) Command

@

_L=pn_tz hl:ml-h2:m2_days<CR>

Variables:
pn = panel number (1-31)
tz = time zone number (1-63 (127))
hl = start time zone: hours (00-23) (Military time)
ml = start time zone: minutes (00-59)
h2 = end time zone: hours (00-23) (Military time)
m2 = end time zone: minutes (00-59)
days = days of week, valid values as listed below:
1 =Monday
2 = Tuesday
3 = Wednesday
4 = Thursday
5 = Friday
6 = Saturday
7 = Sunday
0=Holiday 1
8 = Holiday 2
9=Holiday 3

Notes:

WIN-PAK only supports 0-63 natively, with 1-63 being definable.

The earliest time possible is 00:00; the latest time possible is 23:59. A single time
zone cannot be made to span midnight; this can be simulated through extended
commands. For more information, contact Technical Support.

Holiday 2 and Holiday 3 are not supported by current WIN-PAK.

Example #1:

This command would configure panel 5 to add atime zone entry to time zone number
10 ranging from 8 am to 5 pm and would be valid during Monday, Tuesday,
Wednesday, Thursday, and Friday.

Example #2:

This command would configure panel 25 to add atime zone entry to time zone
number 45 ranging from 4 pm to 11:59 pm and would be valid during Saturday,
Sunday, Holiday 1, Holiday 2, and Holiday 3.
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3.8.4 C (Card Add) Command

_C=pn_code _time zone_dev<CR>

Variables:
pn = panel number (1-31)
code = card number (range depends on card format)
time zone = time zone number the card will follow (1-255)
dev = device numbers card will work with, as follows:
1 = card reader #1
2 = card reader #2
3 = card reader #3

Example #1:
_C=6_12345 10 1 2 3<CR>

This command would configure panel 6 to add a card entry of 12345 to the panels
database, that will be valid on readers 1, 2, and 3 during the times and days specified
by time zone 10.

Example #2:
_C=18 52989 120 1 3<CR>

This command would configure panel 18 to add a card entry of 52989 to the panels
database, that will be valid on readers 1 and 3 during the times and days specified by
time zone 120.
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3.8.5 C (Card Delete) Command
_C=pn_code<CR>

Variables:
pn = panel number (1-31)
code = card number (range depends on card format)

Example #1:
_C=6_12345<CR>
This command would remove card 12345 from panel 6.

Example #2:
_C=18 52989<CR>
This command would remove card 52989 from panel 18.

3.8.6 W (Input) Command
_W=pn_input_{SO | SC | NO | NC}<CR>
Variables:
SO: Supervised normally open
SC: Supervised normally closed
NO: Non-supervised normally open
NC: Non-supervised normally closed (default)

Example:
_W=1_9 SO<CR>
Input 9 has been programmed as supervised, normally open on panel 1.

3.8.7 P (Interlock) Command
_P=pn_I/O_[number]_I/O [number]_{D |E|F|N |P}_{D|E|F|N |P}<CR>

Parameters:
number: for an input number, the range is 1-16; for output, 1-14
D: De-energize
E: Energize
F: Follow
N: No action
P: Pulse

Example:

When Input 5 istriggered, Output 3 energizes.
When Input 5 returnsto its normal state, Output 3 de-energizes.

100 www.honeywell.com



Using WIN-PAK with NetAXS-123
Standalone Commands

3.8.8 H (Holiday) Command

Function:

Set holiday dates.
_H=pn_sn_mm/dd[_type]

Type=0,8, 9:
0=Holiday 1
8 = Holiday 2
9=Holiday 3

Note: No typeisautomatically selected as Holiday 1.

@

Example:
_H=0_1 12/25
December 25 is set asatype 1 holiday in all panels.

Deleting Holidays:

To delete an existing holiday database entry, enter the H command for the desired
holiday humber WITHOUT the month (mm) and day (dd) parameters.

Example:
_H=01
Holiday 1 isremoved from all panels.
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4.1 Overview

This chapter iswritten for operators who monitor the following statuses:

Alarms— Alarms are events, or system transactions, that have been assigned
alarm status. These often include events such as an invalid card read or a
forced door.

Events — Events are the recorded transactions of the system. For example,
status of doors, database changes, invalid cards, valid cards, etc.

Inputs — Inputs are terminal s located on the panel; the inputs are wired to input
devices, such as door-position switches that monitor status of a door.

Outputs — Output relays are relays located on the panel that are connected to
output devices, such as adoor lock or asiren.

System — The system lists the current capacities and limits of the panel.
Reports - The system generates reports by Last Name and by Card Number.

104
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4.2 Monitoring Alarms

Alarms are viewed as system-generated messages that may indicate the need for user
attention.

Note: From the drop-down menu at the upper-right corner of each Alarmstab, you can
configure the tab to display alarmsin groups of 10, 25, 50, or 75.

@

@

Click Monitoring > Alarms to display the Unacknowledged Alarms tab:

Figure4-1: Monitoring > Alarms > Unacknowledged Tab

Alarms - Panel 1
_I Unacknowledged IW
|_ Selectf De-select All Displayed 57 Unacknowledged Alarms Max Alarrs Displayed: B>
e D] Deicotne ) LB ot G hame
? 12/18/2008 12:00:38 Input 14: Door 3 Status Alarm State _‘_
I~ | 12/18/2009 12:00:38 Input 10: Door 2 Status 10| 3 Alarm State
™ | 12/18/200912:00:34 Input 2: Door 1 Status 2| 2 Alarm State
™ | 1241872009 12:00:23 | Input 16: Door3 TMPR-B 16 [} Alarm State
T | 1211812008 120023 | Input15: Door3 TMPRA | 15 | B | Alarm State
I~ | 12/18/200912:00:23 | Input13: Door3 Egress | 13 | 6 Alarm State
™ | 12/18/2009 12:00:23 | Input#12-Door2 TMPR-B | 12 | § Alarm State
™ [ 12118/2009 12:00:23 | Input 11: Door2 TMPR-A | 11 | 4 Alarm State =
™ | 121182009 12:00:23 Input9: Door 2 Egress gl Alarm State
™ | 1201872009 12:00:19 | Input 20: PANEL TAMPER | 20 | 0 Alarm State
™ | 12182009 12:00:19 Input 6: POWER 6 | 6 Alarm State
1218200012009 | PUSSENERAL 15 | g Alarm State
PURPOSE
™ | 1218/200912:00:19 | Inputd: Door1 TMPR-B | 4 | 4 Alarm State
[ 1 12118/200912:00:19 | input3: Door 1 TMPR-A 3|3 Alarm State hd
Older Acknowledae Selected I Acknowledge All Newest !
Notes:

* You can display the newest alarms first by clicking Newest. Click Older to

display the next oldest tab display of alarms.

» The Alarms screen dynamically refreshes when new alarms are generated.
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Click the Acknowledged tab to display the acknowledged alarms:

Figure4-2: Monitoring > Alarms > Acknowledged Tab

Alarms - Panel 1
Acknowledged
Max Alarms Displayed: |E :|
. LN | Py | :

BI27i2008 15:49:26 Input #2 2 T Mormal State it
Qi27i2009 15:49:149 Input #2 2 2 Alarm State
BI27i2008 154915 Input 31 1 1 Mormal State
92712009 15:49:08 Input 31 1 ] Alarm State
BI27i2008 15:48:35 Input #2 Z 2 Mormal State
Qi27i2009 15:48:32 Input #2 2 2 Alarm State
8r2752008 145:48:00 Input a1 1 1 Mormal State
Qi27i2009 15:47:58 Input 31 1 ] Alarm State
BI27I2008 154747 Input#1 1 1 Mormal State
Qi27I2009 15:47:43 Input 31 1 1 Alarm State
BI27i2008 15:47:39 Input #2 2 2 Mormal State
Qi2TI2009 15:47:34 Input #2 2 2 Alarm State
BI27i2008 15:47:32 Input #2 Z 2 Mormal State
BI27i2008 15:47:28 Input#1 1 1 Mormal State

b
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Table 4-1 describes the information displayed on both the Unacknowledged alarms
tab and Acknowledged alarms tab:

Table 4-1: Monitoring > Alarms Fields

Column Head

Description

Ack Enables you to select any or all of the alarms that you want to
(Unacknowledged | acknowledge. Note that acknowledging an alarm simply means that
tab only) you acknowledge that the alarm exists; an acknowledgment does not
mean action has been taken. To acknowledge an alarm, select the
check box and click the Acknowledge Selected Alarms button.
Note that you can select or de-select al of the alarms by selecting or
de-selecting the Select/De-select All Displayed check box.
Date/Time[1D] Provides the date and exact time the alarm was generated according

to the panel’stime.

Device Name[ID]

I dentifies the device that generated the alarm.

LN Logical device number — A unique number starting at 1 that is
assigned to an alarm generating point. This number is never
duplicated either on a Controller or its attached 1- or 2-door 1/0O
board. There is one exception to this: Door Readers. For alist of
common values, see Table 4-2.
PN Physical device number — A number at the board level that is
assigned to a specific alarm generating point. NetAXS-123
Controller starts at 1 and goesto 8, 1-Door 1/O board as a new board
goes from 1 to 4, and 2-door 1/O board goes from 1 to 8. System
aarms such as reset which are not board-specific will report avalue
of 0. There is one exception to this: Door Readers. For alist of
common values, see Table 4-2.
Code Identifies the current state of the device that generated the alarm. For
example, the possible states could include:
¢ Normal State
e Alarm State
e Ajar State
e Card Found
» Card Not Found
Cred-PIN/Site Identifies the card number, and either the PIN or site code number of

the card. Reports only events that have an invalid Card Number,
invalid Site Code, or invalid PIN. Invalid Cards are reported by
themselves. Invalid Site Codesand invalid PINs are reported with the
card number that was swiped along with them.

Card Holder Name

Reports a Card Holder name on events where the Card Number isan
actual card in the system.
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Table 4-2 displaysthe logical and physical numbers of common panel events for three
doors.

Table 4-2: Logical (LN) and Physical (PN) Numbers of Common Panel Events

Egress Satus Reader A | Reader B | Reader A | Reader B
Tamper Tamper

LN PN LN PN LN PN LN PN LN PN LN PN

Doorl | 1 1 2 2 3 3 4 4 1 1 5 5

Door2 | 9 2 10 3 11 4 12 5 2 2 6 6

Door 3 | 13 6 14 7 15 8 16 9 3 3 7 7

Note: Thevalueslisted in this table are based on defaults. For information on other
values, contact Technical Support.

@
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@

4.3 Monitoring Events

The Events page monitors both panel- and web-generated events. For example, a
panel event isarecording of acard read by areader. A web event exampleisthe
recording of the user login.

Click Monitoring > Events to display the Panel event tab:

Figure4-3: Monitoring > Events > Panel Tab

| Panel || ek |

Events - Panel 1

I Dizplay Invalid Card Format Events

Date/Time [ID] Device Name [ID] m Cred-PINSite | Card Holder Name

Max Events Displaved: |25 'l

Older |

121 8/200912:00:38 Input 14: Doar 3 Status 14 Alarm State
121852008 12:00:38 Input 10: Door 2 Status 10| 2 Alarm State
121852008 12:00:34 Input 2: Door 1 Status 20 152 Alarm State
121852008 12:00:23 Input 16: Poor 3 TMFR-B 16 | 49 Alarm State
121852008 12:00:23 Input 15: Door 3 TMPR-A 15 | & Alarm State
121852008 12:00:23 A |0 Board Dewvices o |0 Online

121872009 12:00:23 Input 13: Door 3 Egress 13| 6 Alarm State
121852008 12:00:23 Input #42-Daor2 TMPR-B 12 | & Alarm State
121852008 12:00:23 Input 11: oor 2 TMPR-A 11 4 Alarm State
121852009 12:00:23 Input 9: Door 2 Egress 9 |2 Alarm State
121852008 12:00:19 Input20: PANEL TAMPER 000 Alarm State
1218/200912:00149 Input B: POWER 6 | & Alarm State
12M8/200912:00:19 | Inputs: GENERAL FURFOSE | 5 | A Alarm State
121 8/200912:00:19 Input4: Door 1 TMPR-B 4 | 4 Alarm State
A A AmAAn 4 AR A e m P THARD 0 B [P

Mewest |

|»

Notes:

* You can display the newest eventsfirst by clicking Newest. Click Older to

display the next oldest tab display of events.

* The Events screen dynamically refreshes when new events are generated.
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Table 4-3 describes the information displayed on the Events Panel tab:

Table 4-3: Monitoring > Events > Panel Tab Fields

Column Head

Description

Date/Time[1D]

Provides the date and exact time the event was generated, according
to the panel’stime.

Device Name[1D]

| dentifies the device that generated the event.

LN

Logical device number — A unique number starting at 1 that is
assigned to an alarm generating point. This number is never
duplicated either on a Controller or its attached 1 or 2 Door 1/O
board. There is one exception to this; Door Readers. For alist of
common values, see Table 4-2.

PN

Physical device number — A number at the board level that is
assigned to a specific alarm generating point. NetAXS-123
Controller startsat 1 and goesto 8, 1-Door |/O board as anew board
goes from 1 to 4, and 2-door 1/O board goes from 1 to 8. System
alarms such as reset which are not board-specific will report avalue
of 0. Thereis one exception to this: Door Readers. For alist of
common values, see Table 4-2.

Code

Identifies the current state of the device that generated the alarm. For
example, the possible states could include:

* Normal State

o Alarm State

e Ajar State

» Card Found

» Card Not Found

Cred-PIN/Site

Gives further details on valid and invalid card transactions. Also
reports number of bits on cardsthat do not have associated format in
panel, and database changes.
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Table 4-3: Monitoring > Events > Panel Tab Fields (continued)

Column Head Description

Card Holder Name | Associates User, Card Holder, and raw data when applicable to a
variety of events such as:

« Valid Card reads
¢ Invalid Site Code
e Invalid PIN

» Database Change

Note: With respect to a card that does not have an associated format:
The panel reads the card and convertsits binary output into asingle
decimal number. This number isthen reported in the Card Holder
Name column aong with the number of bits being listed in the
Cred-PIN/Site column. Using thisinformation, a user can determine
the appropriate format for the card.

Click Monitoring > Events > Web tab to display the Web Events tab:

Figure4-4: Monitoring > Events > Web Tab

Events - Panel 1

| Panel || Web |

Active Users: 2 Events Displayed: |25 'i

| DatefTime. |
1201852009 14:12:34 User ‘admin' logged in with Administrator access [session [D: 0xB05c3cd0] —

121852009 13:06:20 User ‘admin' logged in with Administrator access [session [D: 0xB05cc028]

121852009 13:06:11 User ‘admin' logged out [session 1D: 0x805c1450]

121852009 13:06:11 User 'admin’ logged out [session |1D: 0x805c0dal]

121852009 13:06:04 User 'admin' logged out [session D 0x805ce3f8]

121852009 13:06:03 User 'admin' logged out [session ID: 0x805cc250]

1201852009 12:31:59 User 'admin' logged in with Administrator access [session ID: 0x8045¢1 450]

1201852009 12:23:06 User ‘admin' logged in with Administrator access [session [D: 0xB05cc250]

1201852009 12:19:58 User ‘admin' logged in with Administrator access [session ID: 0xB05ce 3]

1201852009 12:03:05 User 'admin’ logged in with Administrator access [session ID: 0x805c0da0)

1201812009 11:53:52 User 'admin' logged in with Administrator access [session ID: 0x805c0a28]

121852009 11:48:48 User 'admin’ logged in with Administrator access [session ID: 0x805c0d00]

121852009 11:44:02 User ‘admin' logged in with Administrator access [session [D: 0xE05c0ac0] _ﬂ

Oldest | Olderl [eyer | MNewest |

Note: The number of active usersisindicated in the upper left corner of the tab.

@
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4.4 Monitoring Inputs

The panel supports door, panel, and auxiliary inputs. The door inputs provide egress,
status, and tamper monitoring. The panel inputs provide power fail and tamper status.
The auxiliary inputs support any monitoring devices connected.
The Input Status screen enables you to:

* View the current status of each input (Normal, Alarm, Cut, Short, Shunted).

e Shunt or un-shunt any input. When an input is shunted, its change of stateis
ignored. Thisway you can alow a door to be held open without falsely
signalling an alarm. The default state of an input point is “un-shunted.”

* Restoretheinput to itstime zone. A time zoneis aspecified time period during
which the input will be shunted and the alarm de-activated (see Configuring
Time Management, page 29).

Click Monitoring > Inputs to display the Input Status screen:

Figure4-5: Monitoring > Inputs

Input Status - Panel 1
Click input to manually shunt or unshunt

Input 2: Door 1 Status [2] Alarm [ FRestoreto TimeZone |
Input 1: Door 1 Egress [1] j([afm [ Restore to Time Zone ]

Door #1 T
Input 3: Door 1 TMPR-A [3] Alarm [ Restore to Time Zone ]
Input 4: Door 1 TMPR-B [4] n.lmm [ Festore to Time Zone ]
Input 10: Door 2 Status [10] Alarm [ FRestoreto TimeZone |
Input 9: Door 2 Egress [3] Alarm [ FRestoreto TimeZone |

Door #2 =
Input 11: Door 2 TMPR-A [11] Alarm [ Restore to Time Zone ]
Input 12: Door 2 TMPR-B [12] Alarm [ Festore to Time Zone ]
Input 14: Door 3 Status [14] ml
Input 13: Door 3 Egress [13] mi

Door #3 e
Input 15: Door 3 TMPR-A [15] Alarm [ Restore to Time Zone ]
Input 16: Door 3 TMPR-B [16] n.lmm [ Festore to Time Zone ]
Input 5: GENERAL PURPOSE [5] u[xn-n 7 [ Restore to Time Zone ]
Input 6: POWER [6] Alarm [ Restoreto TimeZone |
PANEL TAMPER [20] Alarm [ FRestoreto TimeZane |

To shunt or un-shunt an input:

1. Click the input name to display a prompt.
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2. Click ok to complete the shunt or un-shunt.

Figure4-6: Toggle Shunt Sate Dialog Box

Input Status - Panel 1

Click input to manually shunt or unshurt

Input 2: Door 1 Status [2]

Input 1: Door 1 Egress [1]
Door #1

Input 3: Door 1 TMPR-A [3]

Input 4: Door 1 TMPR-B [4]

Door #2 % ?) Toggle shunt state of input #27

Input 13: Door 3 Egress [13]

ENEEERERD

Normal

Door #3

Input 15: Door 3 TMPR-A [15]

Input 16: Door 3 TMPR-B [16]

Input 5: GENERAL PURPOSE [3]

Input 6: POWER [6]

PANEL TAMPER. [20]

Restore to Time Zone.

Restore to Time Zone

[ Festore to Time Zane

Festore to Time Zone

Restore to Time Zone.
Restore to Time Zone

Restore to Time Zone

Restore to Time Zone.

Restore to Time Zone

Restore to Time Zone

Rastore to Time Zona
Restore to Time Zone.

Figure 4-7 displays an example of ashunted input status.

Figure4-7: Shunted Input Satus

Input Status - Panel 1

Click input to manually shunt or unshunt

Input 2: Door 1 Status [2]

[ Restors to Time Zone

Input 1: Door 1 Egress [1]
Door #1

| Restore to Time Zane

Input 3: Door 1 TMPR-A [3]

Input 4: Door 1 TMPR-B [4]

Restore to Time Zone

Input 10: Door 2 Status [10]

Restate to Time Zone

Input @: Door 2 Egress [9]
Door #2

Restors te Time Zone

Input 11: Door 2 TMPR-A [11]

Inpt 12: Door 2 TMPR-B [17]

Restore to Time Zone

Input 14: Door 3 Status [14]

Restore to Tims Zane

Input 13: Door 3 Egress [13]

Feestore to Time Zone

Door #3

Inpurt 15: Door 3 TMPR-A [15]

Inprt 16: Door 3 TMPR-B [15]

Input 5: GENERAL PURPOSE [5]

Fiestors to Time Zane

Input 6: POWER [5]

Restore to Time Zone

PANEL TAMPER [20]
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3. Click theinput'sRestore to Time Zone button to display a prompt to restore the
input to its shunt state based on its current time zone. Click Ok to complete the
restoration to the current time zone.

Figure4-8: Time Zone Restore Dialog Box

Input Status - Panel 1

Click input to manually shunt or unshunt

Input 2: Door 1 Status [2]

Fiestore to Time Zone

Restore to Time Zone

Input 1: Door 1 Egress [1]

Restore to Time Zone

Input 3: Door 1 TMPR-A [3]

|
Door #1 |
|

Input 4: Door 1 TMPRE [4]

Festore to Time Zone

Fiestore to Time Zone

|—V.-M‘i\c rusuﬁ“lrr’l-l'e T né-llwf;pvlbre T

Restore to Time Zone

Door #2 ? ) Restore input #2 to lts current tne zone?

!
F (o] |

Restore to Time Zone

Restere to Time Zons

Restare to Time Zone

Restore to Time Zone

Input 13: Door 3 Egress [13]

Door #3

Restore to Time Zone

Input 15: Door 3 TMPR-A [15]

Input 16: Door 3 TMPR-B [16]

Restore to Time Zons

Fiestore to Time Zone

Input 5: GENERAL PURPOSE [5]

Restore to Time Zone

Input 6: POWER [5]
PANEL TAMPER [20)

Restore to Time Zone

i

Note: The Input Status screen dynamically refreshes when input status changes.

@
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4.5 Monitoring Outputs

An output is adevice that changes state when it is energized, pulsed, or time-zone
controlled. For example, asuccessful card read at areader pulsesadoor lock. Thelock
changes its normally locked state to an unlocked state and the cardholder opens the
door.

The panel supports one door output for each of itsthree doors. The panel also supports
up to three additional auxiliary outputs. For example:

1 Door System = 1 Door Output and 1 Aux Output
2 Door System = 2 Door Outputs and 2 Aux Outputs
3 Door System = 3 Door Outputs and 3 Aux Outputs

Outputs can be configured individually as discrete outputs (see Outputs Tab, page 48
and Outputs Tab, page 66) or collectively as a group of outputs.

Note: The Pulse and Restore to Time Zone buttons will only function when an output
or agroup has avalid pulse time or atime zone assigned.

@

The Output Status tab enables you to:

View the current status of each output in the Discrete tab (Energized or
De-energized).

View the current status of each group of outputs in the Groups tab.

Energize or de-energize any output or group indefinitely.

Pulse any output or group. This energizes the output or group for a configured
period of time (see Outputs Tab, page 48).

Restore the output to its configured time zone. A time zone is a specified time
period during which the output will be energized. (see Configuring Time
Management, page 29).

Click Monitoring > Outputs to display the Doors/Aux/Other tab of the Output Status
screen:

Figure 4-9: Monitoring > Outputs > Doors/Aux/Other Tab

Output Status - Panel 1

_I Doors | Aux [ Other I

Click an output to toggle its state

Door #1 Output 21 [1] Puise | Restore to Time Zone
Door #2 Output #7 [7] | Fulse | Restore to Time Zone
Door #3 Output #11 [11]
CUrpUR #3 [3]
Ourtpart 9 [49]
Output 13 [13]

Fulse I Restore to Time Zone

Fulse I Restare to Time Zane

Fulse I Restore to Time Zone

Pulse I Restore to Time Zone

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B 115



Monitoring NetAXS-123 Status
Monitoring Outputs

To monitor output status:

1. To energize an output for an indefinite period of time, click the De-energized
status button to display a prompt. Click ok to complete the change to
“Energized.”

2. To de-energize an output for an indefinite period of time, click the Energized
status button to display a prompt. Click ok to complete the change to
“De-energized.”

3. To Pulse an output for the configured period of time, click the Pulse button to
display aprompt. Click oK to start the pulse.

4. Toreset the output to follow its configured time zone, click the Restore to Time
Zone button to display a prompt. Click OK to restore the time zone.

Note: The Output Status screen dynamically refreshes when the output status changes.

@
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4.6 Monitoring System Status

This feature provides current and maximum system capacities of the listed databases.
The System Status screen enables you to:

View the following status of system objects other than alarms, events, inputs, and
outputs:

* Number of currently existing entriesin the database.
*  Maximum number of entriesin the database.

Click system Tools > General Configuration, then in the navigation menu click Status >
System to display the System Status screen:

Figure4-10: Satus> System

System Status - Panel 1

o Lo Lo
. | -
e RS
e IR
. -
e

[=1

8
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5.1 Backing up and Restoring the NetAXS-123

Click system Tools > File Upload/Download to display the File Management screen:

Figure5-1: System Tools > File Upload/Download File Management Screen

Upload ifrom panel):

& Immediate ' Deferred:

File Management

|- Choose an Upload Type - j Upload |

Download (to panel):

€ manual € Automatic:

Browse... | Download |

|- Chooge a language to delete j Delete |

To back up (or upload) data from the panel to the host system:

1. From the Upload drop-down list, select one of the following types of upload
from the panel to the host system:

Card and common configuration data—upl oads cards, time zones, card
formats, holidays, access levels, and site codesin a proprietary internal
format.

CAUTION: The card and common configuration data upload from an
existing panel on aweb-based |oop should be used as the first download
to anew panel added to the loop. Thiswill configure the new panel so
that its basic databases sync up with the existing panel.

Panel configuration data—uploads inputs, outputs, interlocks, readers,
and panel configuration in a proprietary internal format.

Card, common, and panel configuration data—upl oads both the card
and panel configuration itemsin a proprietary internal format.

Card report (short)—uploads the Card Number, Last Name, First Name,
Trace, VIP, Limited Use, Card Expiration, Temporary, Supervisor, and
Access Level card valuesin a.CSV file.

Card report (long)—uploads the Card Number, Last Name, First Name,
Trace, VIP, Limited Use, Card Expiration, Temporary, Supervisor,
Access Levels, Site Codes, Number of Bits, Pin, Info 1, Info 2, Time
Zones, Activation Date, Issue Level, APB State, and Control Device
card valuesin a.CSV file.
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« Alarms and events report—upl oads the Date, Time, Event Type,
Acknowledged Date, Acknowledged Time, and Message of
Alarmg/Events for alarms and eventsin a.CSV file.

» Language: English default, Spanish, French, Italian, Dutch, Czech, and
simplified Chinese. Thisis atext file that uploads alanguage package
that tranglates the text on all of the web screens for a user who has
specified alanguage preference. Languages provided in the language
package may not be deleted.

2. Click upload to upload the datato the host PC or Iaptop. Follow the
instructions to save a backup file on your PC. Be sure to give the backup file a
useful name for easy identification and restoring.

Note: Card report (short and long) datais stored in a 64-bit format. Microsoft Excel
displaysup to 32 characters. Therefore, you should save the report and then open the it
in Notepad, instead of opening the report immediately in the default .CSV format in
Excel.

To synchronize a new panel with information on an existing panel:

@

1. Upload the databases from an existing panel to a PC, as described above.
2. Remove the existing panel and insert a new panel.
3. Download the database backup to the new panel.
To restore (or download) firmware immediately:
1. Click Browse to locate the firmware file.
2. Click Immediate.

3. Click Download.

When the download is completed, the panel isimmediately rebooted. A status bar
indicates the progress of the reboot.

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B 121



File Management
Backing up and Restoring the NetAXS-123

To restore (or download) firmware later, at a time to be determined later:
1. Click Browse to locate the firmwarefile.
2. Click Deferred.
3. Click Manual.

Figure5-2: File Management Manual Time Setting

File Management

Upload (from panel):
|F‘ane| Configuration j Upload

' immediate & Deferred

@ Manual © Automatic:

| MI Download

I— Choose a language to delete j Dglete

4. Click bownload; the download status is shown as "Ready for activation".

5. Click Ready for Activation when you are ready to download your files.
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To restore (or download) firmware automatically at a later date:
1. Click Browse to locate the firmware file.
2. Click Deferred.

3. Click Automatic. Time and date list boxes appear.

Figure5-3: File Management Automatic Time Setting

File Management

Upload (from panel):
|- Choose an Upload Type - j Upload |

Download (to panel):

' Immediate & Deferred:

IB '”DD '”AM 'l
© Manual & Autornatic: [5o =Bl oos m
ap v =

I Browse. . | Download |

Delete

|- Choose a language to delete j Delete |

4. Enter the specific date and time information.

5. Click Download. The download status is shown as “ Activation scheduled for
[month/day], [hr:min] [AM/PM]" .

6. Click Activation Scheduled for <MONTH/TIME> when you are ready to download
your files.

Note: Every panel hasits own database, and each panel’s database must be
backed up individually. For more information, see Upgrading NetAXS-123
Firmware, page 129.

@

To download a card database report (.CSV file) from the host system to the panel:
1. Click Browse to locatethe .CSV file.

2. Click Download to download the file. If thefileisin the correct report format,
this message appears. “Would you like to append or replace the database?
Access Control does not function while replacing a database, and updating
may take several minutes.” If thefileisnot in the correct report format, a
message states the error condition.

If the database update is successful, this message appears. “ Update Successful.
Restarting Access Control.” If the database update is not successful, amessage
states the error condition.

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B 123



File Management
Backing up and Restoring the NetAXS-123

To restore (or download) backup files from the host system to the panel:
1. Click Browse to locate the backup file.
2. Click bownload to download the selected backup file.
To delete language files:
1. From the Delete drop-down list, select the language file you want to delete.
2. Click Delete to delete the file.
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5.2 Generating Reports

The Event Report screen enables you to:
« Generate reports of card events by last name.
« Generate reports of card events by card number.

Click Reporting > Event Reports to display the Event Report screen.

Figure5-4: Reporting > Event Reports > By Last Name Tab

Event Reports - Panel 1

| By Last Name || By Card Mumber |

Enter Last Marne: I Search | Histary (dawsy: |18 =
DatefTime [ID] | CardHolder Name | CardNum |  DeviceName [iD]  [LN|PN|  Code  |PINsSite]

To generate an Event Report By Last Name:

1. Click the By Last Name tab and enter the card holder’s last name in the Enter
Last Name box, then click Search.

2. Usethe History (days) drop-down list to select the duration of daysin history.
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3. Usethe descriptionsin Table 5-1 to read the event records.
Table 5-1: Satus> Report Fields

Setting

Description

Date/Time[1D]

Provides the date and exact time the event was generated,
according to the panel’stime.

Card Holder Name

Identifies the card holder.

Card Num

Specifies the unique number by which the card holder may
be identified.

Device Name[ID]

I dentifies the device that generated the event.

LN

Logical Device Number - A unique number starting at 1
that is assigned to an alarm generating point. This number
is never duplicated either on a Controller or its attached 1-
or 2-Door |/O board. Thereis one exception to this: Door
Readers. For alist of common values, see Table 4-2.

PN

Physical Device Number - A number at the board level
that is assigned to a specific alarm generating point.
NetAXS-123 Controller startsat 1 and goesto 8, 1-Door
I/O board as anew board goes from 1 to 4, and 2-door |/O
board goes from 1 to 8. System alarms such as reset which
are not board-specific will report avalue of 0. Thereisone
exception to this: Door Readers. For alist of common
values, see Table 4-2.

Code

I dentifies the current transaction generated by the card. For
example, the possible transactions could include:

¢ Card Found
* Card Not Found
¢ Time Zone Violation

PIN/Site

Identifies either the PIN or the site code number of the card.
Only used to report an event that has an invalid Site Code
orinvalid PIN.
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To generate an Event Report By Card Number:

1. Click onthe By Card Number tab and enter the card number in the Enter Card
Number box, then click Search.

2. Perform Steps 2 and 3 under generating an Event Report by Last Name.

Figure5-5: Event Reports By Card Number Example

Event Reports - Panel 1
By Card Number

Enter Card Nurnber Search Histary (days): |15 z
| Dateriime (D] | CardNum | CardHolderName |  DeviceName (D] |LN/PN| _ Code [PINSite]
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In this appendix...

Planning the Upgrade

Mixed Revision Loops

Uploading Data from the Panel
Downloading Data to the Panel

Upgrades to Gateway vs. Multi-drop Panels
Upgrade Notes

Clearing the Cache

130
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131
132
140
142
151
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Note: Make sure to back up the panel database prior to upgrading the pand firmware.
See Backing up and Restoring the NetAX S-123, page 120 for instructions.

A.1l Planning the Upgrade

Because upgrading aloop takes some time, you will want to plan the upgrade to
minimize its impact on the access control of your building. You should allow for
approximately 20 minutes to upgrade one gateway panel, and 25 minutes for one
downstream panel (switched to gateway mode). Depending upon your configuration,
you may be able save time by starting multiple panel upgrades on your loop
simultaneously.
With respect to the timing of the upgrade, you may:

» download datato a selected panel immediately

* download datato all panelslater--for activation either manually or
automatically

e cancel an automatically deferred download
» cancel adeferred download altogether

These options are described in Uploading Data from the Panel, page 131.

Note: Make sure to back up the panel database prior to upgrading the pane firmware.
See Backing up and Restoring the NetAXS-123, page 120 for instructions.

@
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A.2 Mixed Revision Loops
In aloop configuration, upgrade the gateway panel first.

A.3 Uploading Data from the Panel

Note: Before you upgrade a web-based panel, we recommend that you back up your
databases. The upgrade scripts bring all your panel data forward into the new version
without the need for user intervention. Therefore, it is aways recommended to have
backup copies of your panel’s databases, and an upgrade provides an opportunity to
keep your backups current. Use following procedure to backup each of your panel’s
databases. The backup features are per panel, so you need to select the panel to
backup.

@

1. Intheweb server, select System Tools > File Upload/Download to display the
File Management screen:

Figure A-1: File Management Screen

File Management

Upload {from panely:

I- Choose an Upload Type - j Unload

H

Download (to panel):
& Irmediate ' Deferred:

© Manual © Automatic;

I Browse... | Download |

Delete

|- Choose a language to delete j Delete |

2. Inthe Upload section, select the Card, Common, and Panel Configuration
upload option from the drop-down list.

3. Click Upload to upload the data to the host PC or laptop.

4. Follow theinstructions to save a backup file on your PC. Give the backup file
auseful name for easy restoring.
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A.4 Downloading Data to the Panel

This section describes how to:

download data to a selected panel immediately

download data to all panels later--for activation either manually or
automatically

cancel an automatically deferred download
cancel adeferred download altogether

A.4.1 Downloading Data Immediately
You may download dataimmediately only on a per-panel basis.
To download dataimmediately:

1. Intheweb server, select System Tools > File Upload/Download to display the

File Management screen (see Figure A-1).

2. Select the panel you wish to download the data to.

In the Download section, click Browse to locate the file you want to download.

4. When afileis sdlected, click Immediate, then click Download. A confirmation

prompt appears:

Figure A-2: Immediate Download Confirmation

The page at hitps:f/158.100.143. 250 says: E|

9 Conkinue with the download?

| [ Cancel l

After confirmation, the file transfer to the gateway panel startsimmediately
and takes only afew seconds. The following popup then appears:

.

Microsoft Internet Explorer

L] "_-. Downlaad ko gateway panel complete; now processing the image.
[

Click ok. If the receiving panel is a gateway panel, it will reboot almost
immediately (since no further file transfer is necessary). If, however, the
receiving panel isadownstream panel, thefile transfer will take approximately
two hours.
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When the download/file transfer is compl ete, the panel reboots and the screen displays
the following message: “This panel is now rebooting. Please wait at least 2 minutes

for the reboot to complete.”

A.4.2 Downloading Data Later

Deferred downloads automatically transfer filesto all panelsin the loop. For deferred
downloads, you can choose to activate the new firmware manually or have al panels
in the loop activate the new firmware automatically (reboot) at a specified timein the

future.
To set up amanually deferred download:

1. Intheweb server, select System Tools > File Upload/Download to display the
File Management screen (see Figure A-1).

2. Inthe bownload section, click Browse to locate the file you want to download.

3. When afileisselected, click Deferred, then click Manual, then click Download.
A confirmation prompt appears:

Microsoft Internet Explorer

iy

.:/ Continue with the deferred Firmware download?

L oK | [ ancel
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4. Click ok. The download will complete to the gateway panel. If there are no

downstream panels on your loop, the gateway will then reboot. If, however,
there are one or more downstream panels, the following screen appears

(showing two downstream panels):

Figure A-3: Deferred Manual Download Confirmation

File Management
Download Progress for Downstream Panels
[Pane [ ies ranstorea | porcom Compiote st |
2 7838 of 33280 [ 23% | _
3 [ 0% | Pending

Select Panel

——

This screen shows the real-time progress of the file transfer for each NetAXS-123

pand on your loop.

In the example above, Pandl #1 isthe gateway and isnot listed in the display area
becauseit dready hasthefirmware. Pandl #2 and Panel #3 are NetAXS-123 panels
either being downloaded to or waiting for the download. Panel #6isnot listedinthe

display areabecauseit isan NX4 panel and cannot currently use NetAXS-123

firmware.
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Asthetransfer completesto each NetAX S-123 panel on theloop, thefileismoved
into flash memory o that it remains on the panel even if the pand isrebooted (in
which caseit will still not be activated until you activateit manually). When thefile
transfer to al NetAXS-123 panels on theloop is complete, the following screen
appears.

Figure A-4: Firmware Upgrade Ready for Activation

Firmware upgrade ready for activation
Log Out

Wielcame admin

File Management (Satact Pana)
Upload ifrom panely:
|—Choose an Upload Type - V| Upload
Download ito panen:

Firmware download complete - Requires manual activiation

[ Activate Mew Fitrmweare Now ]

[ Cancel Firrmware Upgrade ]

|-Choose afile to delete - v|

Select Panel

A gatus message at the top of the screen indicates that the upgradeis ready for
activation.

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B 135



Downloading Data to the Panel

5. Set adate and time for the download and click Download. When the file
transfers to all NetAXS-123 panels on the loop have completed, the following
screen appears.

Figure A-5: Download Progress Complete

File Management
Download Progress for Downstream Panels
[Pane [ ovros ransrerres | porcortcompete st |
2 33260 of 33280 | 0% | _
3 33280 of 33280 [ 100% ] _
Select Panel
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6. Click Go Back to display the following screen:

Figure A-6: Firmware Upgrade Pending

Firmware upgrade pending
All panels will reboot on Wednesday, September 1, 2010 at 03:00 Log ot

‘Welcome admin

File Management
|- Choose an Upload Type - I:I Upload

Firmware download complete
Automatic activation has been scheduled

[ Cancel Automatic Activation ] [ Activate Mew Firmware Mow ]

[ Cancel Firrmware Upgrade ]

|- Choose a language to delete - [i]

Select Panal

o

You now have the aption of activating the new firmware immediately, cancelling
automatic activation of thefirmware (requiring manual activation), or cancellingthe
firmware upgrade entirely, which removesthe newly downloaded firmwarefromall
NetAXS-123 panels on the loop.

To set up an automatically deferred download:

1. Intheweb server, select System Tools > File Upload/Download to display the
File Management screen (see Figure A-1).

2. Inthe Download section, click Browse to locate the file you want to download.
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3. When afileis selected, click Deferred, then click Automatic. Date and time
pull-down menus appear on the screen.

Figure A-7: Deferred Automatic Download Configuration

File Management

Upload (from panel):
I— Choose an Upload Type - LI Uplead |

Download (to panel:

' Immediate & Deferred:

[5 =100 xi]am =]
[Sep =l @] [z00s [

I Browse. . I Diowenload |

0 Manual & Aurtomatic:

Delete

I— Choose a language to delete —;I Delete |

4. Set adate and time for the download and click Download. The following
message appears under the Download header: “ Activation scheduled for
[month/day] [hr:min] [AM/PM].

A.4.3 Cancelling a Download

You may return to the firmware download page at any time and cancel all downloads
that are pending or in progress.

For deferred downloads, the panels waiting to begin are removed from the downl oad
gueue and the download is cancelled.
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For manually deferred downloads that are awaiting activation, the cancellation

removes the downloaded firmware entirely from the waiti

ng area.

1. Click bownload to complete the deferred download setup and display the

following acknowledgment screen:

Figure A-8: Automatic Download Configuration Acknowledgment

File Management

- Choosge an Upload Type - M

Firmware download complete

Upload (from panel):

Automatic activation has been scheduled

Upload

Cancel Automatic Activation ] [ Activiate New

Firrnware INow

’ Cancel Firrmware Upgrade ]

- Choose afile to delete - M

2. To cancel the automatic activation, click Cancel Automatic Activation which

displays the following message box:

- —
The page at https:// T NN o v

-

Click "OK' to continue, ..

o Canceling automatic activation means manual activation
will be required for the upgrade to take effect,

QK l Cancel

]

3. Click ok to complete the cancellation.

4. The File Management screen will acknowledge cancellation of the automatic
upgrade and the need for manual activation (Figure A-4).
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5. Click Activate New Firmware Now to activate the new firmware. The system
displays the following message box:

The page at https:l!-says:

o Activating the firmware will cause all panels to be rebooted now,

Continue?

[ OK ] [ Cancel

6. Click oK to activate the new firmware.

A.5 Upgrades to Gateway vs. Multi-drop Panels

You can upgrade multi-drop panelsin the same way you upgrade the gateway panels
viathe web screen.

1. Set DIP switch 6to“ON.”

2. Connect directly to each panel viaaLocal Area Network or a direct-connect
Ethernet connection.

3. Return the configuration back to a downstream panel once the upgrade has
been successfully compl eted.

Caution: You cannot have more than one gateway on aloop, so it is critical
A that you disconnect the 485 cables on the panel you are upgrading.

To perform the upgrade:

1. Before starting, make sure your panels are not buffered. If you have not logged
in to the web pages lately, or WIN-PAK has not been connected recently, you
should login and make sure you have current events coming in. This will
ensure that the panels are not buffered, and you will not have to wait for the
un-buffer to complete before starting. If you try to login and get “time-outs,”
your panels are probably buffered and you should wait for them to complete
their un-buffer before starting the upgrade.

- Note: For WIN-PAK systems, we recommend that you stop the
%/\ “communications server service” while upgrading, and then restart the service
after your panels are upgraded.

2. Connect to your gateway panel using the instructionsin Connecting to the Web
Server, page 3.

Caution: You cannot have more than one gateway on aloop, so it is critical
A that you disconnect the 485 cables on the panel you are upgrading.

3. Loginto your gateway.
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4. Click communications > Host/Loop and set the panel to web mode, if it is not
already set. In the Connection Type box, select none and click Submit
Changes. Wait one to one-and-a-half minutes. You can click Refresh on your
browser after one minute and navigate to the General tab to seeif the buttons
are present.

5. After the screen isrefreshed, and you are in the General tab, click Reset Panel,
and then click oK to continue. This step prepares the panel to accept the new
application and operating system files that you will be downloading. The reset
usually takes between two and two-and-a-half minutes. After two-and-a-half
minutes (or after you hear the relays “click™), click Refresh on your browser
and log back in. Both sets will appear correctly after the upgrade is complete.

6. Install the new application file, 3-NetA X Simagexx.xx.xx.bin. To do this:
a Click system Tools > File Upload/Download tab.

b. Inthe Download box, click Browse to locate thefile,
3-NetAX Simagexx.xx.xx.hin.

c. Select thefile and click Download. Click OK to continue. After the
“Download complete” message appears, click Ok again. The
“Download image” message appears and tells you to wait five minutes
while NetAX S-123 reboots.

d. Clear the cache. Before logging back in to NetAXS-123, use the
browser-dependent steps to clear your browser cache (Clearing the
Cache, page 151).

e. Wait either for the relays to click or five minutes, and log back in to the
NetAXS-123 web server.

7. Check to be sure the new versions are installed. To do this:
a. Select the System Tools > File Upload/Download tab.

b. Inthe Version Information section, the new OS and application versions
should appear. Verify that the correct versions of the OS and firmware
are listed.

¢. For WIN-PAK-based loops, we recommend that you run afull
download to all panels after the new version isinstalled.
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A.6 Upgrade Notes

1. If you notice any communication issues, and the upgrades are complete, you
probably had more than one panel configured as a gateway. In this case, you

should reset the panelsto clear the issue.

2. If you are using Microsoft Internet Explorer 7—According to Microsoft, if you

arerunning IE7 version 7.0.5730.11, you should upgrade to version
7.0.5730.13 or newer. NetAXS™ is not compatible with IE7 version

7.0.5730.11. You should either use a newer version, |E 6, or another browser.

A.6.1 Microsoft Internet Explorer 7 Security Certificate Failure

@

If you are using Microsoft Internet Explorer 7, and you receive a certificate error

Note: The IP address shown in the following screensis for illustration purposes only.
For these procedures use the default |1P address that is provided to you.

message, follow these stepsto clear it:

1. Enter the IP address of the panel into the URL box. The following message
appears.

Figure A-9: Security Certificate Failure Screen

There is a problem with this website's security certificate.

server.

We recommend that you close this webpage and do not continue to this website.

®& Click here to close this webpage

B Continue to this website (not recommended).

@ More information
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2. Click continue to this website (not recommended) to display the login screen.

Figure A-10: Security Certificate Failure Correction Login

G - i s oy = Cwtteanten | 41|

Be 8 e Ppetm Lok o
@ -n- 1. i S« okt 4 ottt = e+ s - Gt + e+ e = ) Sy

/,

/

Click here

Honeywell NetAXS

3. Click certificate Error at the top-right of the |P address. The Untrusted
Certificate screen appears.

Figure A-11: Untrusted Certificate Message

— X
'@ Lintrusted Certificate

The security certificate presented by this
weehsite weas notissued by a trusted
certificate authority,

This prablern may indicate an atternpt to
fool you ar intercept amy data you send to
the server,

We recammend thatyow close this webpage,

About certificate errors

Wiewr certificates
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4. Click the view Certificates bar. The Certificate Information screen appears.

Figure A-12: Certificate Information Screen

Certificate

General | petails | Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo: 192.168.1.150

Issued by: 192,163.1.150

valid from 12/25/2009 to 12j26(2019

Install Certificate,.. | | Issuer Statement
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5. Click Install Certificate. The Certificate Import Wizard screen appears.
Figure A-13: Certificate Import Wizard WWel come Screen

B

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps vou copy certificates, certificate trusk
lists, and certificate revocation lists fram wour disk to a
certificate store,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to pratect data or ko establish secure netwark
connections, & certificate store is the system area where
certificates are kept.

To continue, click Mext,

[ Mext= | [ Cancel

6. Click Next to view the Certificate Store screen.

Figure A-14: Certificate Sore Screen

Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate stare, or ywou can specify a location For

() aukomatically seleck the certificate store based on the bvpe of cerkificake

(") Place all certificates in the Following store

< Back ][ Mext = ][ Cancel
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7. Accept the default value and click Next to display the Certificate Import
Wizard compl etion screen.

Figure A-15: Certificate Import Wizard Completion Screen

X

Certificate Import Wizard

Completing the Certificate Import

Wizard

vaou have successfully completed the Certificate Import
wizard,

Yaou have specified the Following settings:

Certificate Store Selected  Automatically determined bey
Conkent Certificate
S Ed

[ < Back, ” Finish l[ Cancel

8. Click Finish. The following warning appears.
Figure A-16: Security Warning Screen

A Your are ahout to install a cartificate fram a certification autharity (CA) claiming to represent:
192.168.1.150
Windows cannot validate that the certficate is actually from "192.168.1.150". Vou should confirm its origin by contacting *192.168,1.150", The Following number wil assist you in this process:
Thumbprink (sha): D316A117 18242066 4782D5C0 47503848 €B0BIS1S
Warning:
1IF you install this rook certficate, Windows wil automatically trust any certificate issued by this CA. Instaling a certificate with an unconfirmed thumbprint is a security risk, IF you click "Yes” you

scknowledas this risk.

Do you want ko install this certificate?
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9. Click Yes to view the following popup.
Figure A-17: Successful Import Message

Certificate Import Wizard E

\ 1 ) The impart was successful,

10.Click oK to return to the Certificate Information screen (Figure A-12 on
page 144).

11.Click oK.

12.Close the web browser and re-openit.

13.Enter the | P address again into the URL box. The login screen appears without
Certificate Error.

Figure A-18: Security Certificate Login

@7:5' - |H https:{/192,166.1, 150/ web/laginentry.htm v| & 4

Flle Edt Yiew Favorites Tools Help

S - L& Wahgefr:c.hin [E Bogkmarks~ £ vahoo! Mail ~ ‘ Eptiens ~ EJanswers ~ Bplfestyle ~ @autos = £ s

Tk ﬁk IHHnneywe\l NEtAKS [7| 1

Honeywell NetAXS

User Name
Password
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A.6.2 Firefox 3 Security Certificate Failure

If you are using Firefox 3, and you receive a certificate error message, follow these
stepsto clear it:

1. Enter the IP address of the panel into the URL box. The following message
appears:

Figure A-19: Secure Connection Failed Message

This Connection is Untrusted

)

v I ‘You have asked Firefox to connect securely to 192.168.1.150, but we can't confirm that your
! connection is secure,

N

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

what should I Do?

IF wou usually connect ko this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.,

Get me out of here!

Technical Details

I Understand the Risks
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2. Click on*“l Understand the Risks” to expand the screen:

0w This Connection is Untrusted

v Al ‘fou have asked Firefox to connect securely to 192.168.1.150, but we can't confirm that your
connection is secure,

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going ko the right place, However, this site's identity can't be verified,

what should I Do?

IF wou usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

Get me ouk of here!

Technical Details

I Understand the Risks

If wou understand what's going on, you can tell Firefox ko start trusting this site's identification, Even
if you trust the site, this error could mean that someone is tampering with your

connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception...

3. Click Add Exception to display the Add Security Exception screen:

Figure A-20: Add Security Exception Screen

Add Security Exception

You are about to override how Firefox identifies this site,
/ ! ‘. Legitimate banks, stores, and other public sites will not ask you to do this.
)

[*

Server
Location: Thttps:,l',l'192.168.1.150,|' Get Certificate

Certificate Status

No Information Available
Unable to obtain identification status For the given site.

Cancel
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4. Click Get certificate. The following Unknown |dentity message appears.

Figure A-21: Unknown |dentity Message Screen

Add Security, Bxception E|

You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.

ey

Server

Location: | https://192,168.1, 150} | [t certificate |

Certificate Status

This site attempts to identify itself with invalid information.

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized authaority.

Permanently store this exception

’gonfirmSecurity Exception] ’ Cancel l

5. Ensure the “Permanently store this exception” check box is checked. (Thisis
the default.)

6. Click confirm Security Exception. The screen returns to the Security
Connection Failed screen with a progress bar in the lower right corner.

7. The screen next displays the NetAX S-123 Login screen (8-10 seconds | ater).

8. Continue with the login.
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A.7 Clearing the Cache

The NetAX S-123 panel supports Internet Explorer (IE8), Internet Explorer 7 (IE7),
Internet Explorer 6 (IE6), Firefox 2, and Firefox 3. For all browsers, we recommend
that you clear the cache after a successful upgrade.

A.7.1 Using Internet Explorer Versions IE7 and IE8

To clear the cache using IE7 and | ES:

1. Select Tools > Delete Browsing History. A “Delete Browsing History” popup
appears, showing the following defaults:

» Preserve Favorite Website Date
e Temporary Internet files
» Cookies
e History
Leave these selections aone.

2. Click Delete. The “Delete Browsing History” popup closes.

A.7.2 Using Internet Explorer 6 (IE6)

To clear the cache using | E6:
1. Select Tools > Internet Options > General.

2. Click Delete Cookies. A Delete Cookies popup prompts, “Delete all cookiesin
the Temporary Internet Files folder?’

3. Click oK.

4. With the Internet Options screen open, click Delete Files. A Delete Files
message prompts, “Delete al filesin the Temporary Internet Files. You can
also delete al your offline content stored locally.”

5. Click oK.

6. Click ok onthe Internet Options screen to close it.

A.7.3 Using Firefox 2 or Firefox 3

To clear the cache using Firefox 2 or Firefox 3:
1. Select Tools > Clear Private Data. The Clear Private Data screen appears.
2. Ensurethat the Cache and the Cookies check boxes are enabled.

3. Click clear Private Data Now. The Clear Private Data screen automatically
closes.
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NetAXS-123 DIP Switch

Settings

B

This appendix provides atable listing DIP switch settings for the NetAXS-123 panel.

Table B-1: NetAXS-123 SW1 DIP Switch Settings

st |2 |3 |s4 |s5 |s6 [s;2 [sgb [sob [S10 |Selection
ON |OFF |OFF |OFF |OFF Address 1

(default)
OFF |ON |OFF |OFF |OFF Address 2
ON |ON |OFF |OFF |OFF Address 3
OFF |OFF |ON |OFF |OFF Address 4
ON |OFF |ON |OFF |OFF Address 5
OFF |ON |ON |OFF |OFF Address 6
ON |[ON |ON |OFF |OFF Address 7
OFF |OFF |OFF |ON |OFF Address 8
ON |OFF |OFF |ON |OFF Address 9
OFF [ON |OFF |[ON |OFF Address 10
ON [ON |OFF |[ON |OFF Address 11
OFF |OFF |[ON |ON |OFF Address 12
ON |OFF |[ON |ON |OFF Address 13
OFF |ON |ON |ON |OFF Address 14
ON |ON |ON |ON |OFF Address 15
OFF |OFF |OFF |OFF |ON Address 16
ON |OFF |OFF |OFF |ON Address 17
OFF |ON |OFF |OFF |ON Address 18
ON |[ON [OFF |OFF |ON Address 19
OFF |OFF |ON |OFF |ON Address 20
ON |OFF |ON |OFF |ON Address 21

NetAXS-123 Access Control Unit User’s Guide, Document 800-05168, Revision B

153



Table B-1: NetAXS-123 SW1 DIP Switch Settings (continued)

S1 S2

S3

A

S5

S6

Sra

sgb

sob

S10

Selection

OFF |ON

ON

OFF

ON

Address 22

ON |ON

ON

OFF

ON

Address 23

OFF |OFF

OFF

ON

ON

Address 24

ON |OFF

OFF

ON

ON

Address 25

OFF |ON

OFF

ON

ON

Address 26

ON |ON

OFF

ON

ON

Address 27

OFF |OFF

ON

ON

ON

Address 28

ON |OFF

OFF

ON

ON

Address 29

OFF |ON

ON

ON

ON

Address 30

ON |ON

ON

ON

ON

Address 31

OFF

Downstream
Panel

ON

Gateway Panel
(Default)

OFF

Uses the User
Provided
Ethernet IP
address (Default)

ON

Uses the Default
Ethernet IP
Address
(192.168.1.150)

OFF

OFF

RS-485 1
termination
(EOL)
DISABLED
(Default)

ON

ON

RS-485 1
termination
(EQOL)
ENABLED

OFF

Future Use
(Default)

ON

Future Use

a. DIP Switch 7 does NOT require a panel reboot to take effect. This does not affect
the USB IP address.
b. Both DIP Switch 8 and DIP Switch 9 need to be either ON or OFF to be properly
configured.
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Table B-2: NetAXS-123 SW2 DIP Switch Settings

512 soa Selection

OFF |OFF |RS485 2 termination (EOL) DISABLED (Default)
ON ON  |RS-485 2 termination (EOL) ENABLED (FUTURE)

a. Both DIP Switch 1 and DIP Switch 2 need to be either ON or OFF to be properly
configured.

Note: When you use the DIP switchesto reset a panel to the original factory default
values, the Event History islost and any customized databases are removed, so the
panel isreset with the original factory default database. This does not affect the
Ethernet 1P address.

You can also use the ASCIl command _I=pn_R to reset a panel to the original
factory default values, but this command only removes the customized databases
and restores the original factory default database. The Event History is retained.

To reset the panel to the factory default values:
1. Make anote of the existing settings on SW1 DIP switches.

2. While the panel is powered up, turn all of the DIP switches to the OFF
position.

Power down, then power the panel back up.
Wait for the panel to come up. The RUN LED should flicker fast.
Set the DIP switches back to their original positions.

o g M w

Power down, then power the panel back up.
7. The RUN LED should flash normal.
The panel isnow reset to the original factory default val ues.
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Access levels 54
Access mode
Reader A 37
Administrator 70
Alarms 104, 105
Anti-passback 23
Reader A 39
Automatic firmware download 137
Auto-relock 54, 65
Auxiliary outputs 66

Baud rate
loop 21

C

Card and PIN duress detect 24
Card holder notes 24

Cards
access levels 54
adding 56
card holder notes 24
card type 57
deleting 60
displaying 58
formats41
modifying 58
PIN 58
reports 61
site code 27
trace 58
use limits 58

Commands

standalone
Card Add 99
Card Delete 100
Date 97
Input 100
Interlock 100, 101
Time 96
Time Zone 98
Communications
loop baud rate 21
port number 20
type 20
Configuration
database 25
mode 18
Continuous card reads 24
Current time 29

D

Debounce time 65
Default gateway 26

DIP switches
Gateway panel 3
genera configuration 22
Sw1 153
Sw2 155

Doors
anti-passback 39
auto-relock 54
egress51
inputs 51
mode 51, 53
outputs 48
readers 36
shunt time 53
status 51
time zones 53

Downloading firmware 25
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Index

automatically 137

cancelling 138

deferred 133

immediately 132

manually 133
Downstream

baud rate 21

Duress detect 24

E
Events 104, 109

F

File management 25

Firmware
downloading
automatically 137
cancelling 138
deferred 133
immediately 132
manually 133
reverting to previous 25
upgrading 129
First card rule 50

G

Gateway pandl 3, 23

H

Holidays
configuring 34
Host connection 20

Host mode 18

lcons 11

Inputs 51, 104
auto-relock 54, 65
debounce time 65

downstream 63
interlocks 68
mode 51, 53, 65
monitoring 112
Panel Tamper 63
Power Failure 63
readers 36
shunt time 53, 65
time zones 53, 65
Interlocks 50, 67, 68

|P address 26

L

Landing Page 10
Latching 50, 67
LEDs 24

M

MAC address 26

Modes
Input 65
Normally Closed 52, 53
Normally Open 53
Supervised 52, 53
Unsupervised 53
Monitoring
adarms 105
events 109
inputs 112
mode 18
outputs 115
status 18

N

NetAXS-123
connecting to USB 3
connecting to web server
direct 6
viahub 5
default settings 74
upgrading 130
Network configuration 26
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Index

O

Operator 70

Output relay 48

Outputs 48, 104
auxiliary 66
de-energizing 116
energizing 116
interlocks 67, 68
latching 67
monitoring 115
pulsing 116
re-setting 116

P

Panel status 13

Panels
addresses 23
downstream baud rate 21
gateway 23
reboot 22
setting current time 29

PIN 58
Port number 20
Pulse time 50, 67

R

Reader A 36
Reader B 46

Readers
LEDs 24
tamper 51

Reports 61, 104
Resistor values 53

S

Scheduling access 31
Select Panel 13
Service user 70
Setting current time 29
Shunt time 53, 65

Site codes 27

Standal one commands
Card Add 99
Card Delete 100
Date 97
Input 100
Interlock 100, 101
Time 96
Time Zone 98

Status
alarms 105
events 109
inputs 112
outputs 115
panels 13

Subnet mask 26
Supervised mode 53

T

Tamper 51

Time management 29
holidays 34

Time synchronization (host and panel) 21
Time zones 31, 50, 53, 54, 65, 116
Timeout 23

Trace 58

Trigger 69

U

Unsupervised mode 53

Upgrading NetAXS-123 Firmware 129
Uploading card and configuration data 25
Uselimits 58

Users 70

w

Web mode monitoring and configuring 18
Web server connection 3
direct 6
hub 5
Web session timeout 23
WIN-PAK
configuring

NetAXS™-123 Access Control Unit User’'s Guide, Document 800-05168, Revision A 159



Index

Door 181
Door 2 86
Door 391
1/0 Settings 80
setup 80
standal one commands 96

160 www.honeywell.com



Honeywell

Honeywell Access Systems
135 W. Forest Hill Avenue
Oak Creek, WI 53154

United States

800-323-4576

414-766-1798 Fax
www.honeywellaccess.com

Specifications subject to change
without notice.

© Honeywell. All rights reserved.
Document 800-05168, Revision B



	Front Cover
	Table of Contents
	List of Figures
	List of Tables
	Getting Started
	1.1 Overview
	1.2 Connecting to the Web Server
	1.2.1 Setting up the USB Connection
	1.2.2 Setting up an Ethernet Port

	1.3 Navigating the Landing Page
	1.4 Reading the Select Panel

	Configuring via the Web Server
	2.1 Overview
	2.2 Configuring the System
	2.2.1 Managing Configuration Data
	2.2.2 Host/Loop Communications Tab
	2.2.3 General Tab
	2.2.4 Firmware Details Tab
	2.2.5 Network Tab
	2.2.6 Site Codes Tab

	2.3 Configuring Time Management
	2.3.1 Current Time Tab
	2.3.2 Time Zones Tab
	2.3.3 Holidays Tab

	2.4 Configuring the Doors
	2.4.1 Reader A Tab
	2.4.2 Reader B Tab
	2.4.3 Outputs Tab
	2.4.4 Inputs Tab

	2.5 Configuring Access Levels
	2.6 Maintaining Cards
	2.6.1 Adding New Cards
	2.6.2 Displaying and Modifying Cards
	2.6.3 Deleting Cards
	2.6.4 Displaying Reports

	2.7 Configuring Other I/O
	2.7.1 Inputs Tab
	2.7.2 Outputs Tab

	2.8 Configuring Interlocks
	2.9 Configuring Users

	Using WIN-PAK with NetAXS-123
	3.1 Overview
	3.2 Configuration Guidelines
	3.2.1 NetAXS-123 Panel Default Settings

	3.3 Supported Configurations
	3.4 Setting up WIN-PAK
	3.4.1 Summary of WIN-PAK I/O Settings for NetAXS-123
	3.4.2 General Setup

	3.5 WIN-PAK Screen Shots for Door 1
	3.6 WIN-PAK Screen Shots for Door 2
	3.7 WIN-PAK Screen Shots for Door 3
	3.8 Standalone Commands
	3.8.1 T (Time) Command
	3.8.2 D (Date) Command
	3.8.3 L (Time Zone) Command
	3.8.4 C (Card Add) Command
	3.8.5 C (Card Delete) Command
	3.8.6 W (Input) Command
	3.8.7 P (Interlock) Command
	3.8.8 H (Holiday) Command


	Monitoring NetAXS-123 Status
	4.1 Overview
	4.2 Monitoring Alarms
	4.3 Monitoring Events
	4.4 Monitoring Inputs
	4.5 Monitoring Outputs
	4.6 Monitoring System Status

	File Management
	5.1 Backing up and Restoring the NetAXS-123
	5.2 Generating Reports

	Upgrading NetAXS-123 Firmware
	A.1 Planning the Upgrade
	A.2 Mixed Revision Loops
	A.3 Uploading Data from the Panel
	A.4 Downloading Data to the Panel
	A.4.1 Downloading Data Immediately
	A.4.2 Downloading Data Later
	A.4.3 Cancelling a Download

	A.5 Upgrades to Gateway vs. Multi-drop Panels
	A.6 Upgrade Notes
	A.6.1 Microsoft Internet Explorer 7 Security Certificate Failure
	A.6.2 Firefox 3 Security Certificate Failure

	A.7 Clearing the Cache
	A.7.1 Using Internet Explorer Versions IE7 and IE8
	A.7.2 Using Internet Explorer 6 (IE6)
	A.7.3 Using Firefox 2 or Firefox 3


	NetAXS-123 DIP Switch Settings
	Index
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	N
	O
	P
	R
	S
	T
	U
	W

	Back Cover

